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Splunk SOAR: Automated Hunting with

Recorded Future Threat Maps

Use Case

The Threat Actor threat map provides a structured, repeatable method of identifying
and prioritizing threat actors relevant to your enterprise and plotting them based on
their values for potential intent and estimated opportunity. These threat actors are
often associated with indicator links which can be used to hunt for activity in your
environment.

Issue

With a shortage of resources, most security teams face challenges justifying the time
involved with proactive threat hunting. Oftentimes, a single threat actor may have
dozens of indicators linked to them. Strained for resources, it can be time consuming
running dozens of Splunk searches manually.

Solution

With two playbooks, you can automatically hunt for threat actor activity using
Recorded Future’s threat map in combination with Splunk SOAR and Splunk SIEM.

The first playbook is designed to ingest the Recorded Future threat map into Splunk
SOAR. An event will populate and store the entire Threat Map. Then individual events
will be created for each threat actor whose opportunity or intent score satisfies a
threshold for hunting. These events will trigger the second playbook.

The second playbook will enrich each Threat Actor with technical links and then
format the links into Splunk search queries to run across your Splunk instance. Results
will be fetched and returned to Splunk SOAR. If available, YARA, Sigma, and Snort
detection rules will download and attach to the vault.

Recorded Future® | www.recordedfuture.com



-}I-Recorded Future’

sphl% SOAR [} @ INVESTIGATION © Non-production use license. blue-cyllene-peach version 5.5.0.108488 ‘u admin

threat actor TLPAMBER - I pIT)
=

Status | New View = Summary & Analyst =
BlueBravo

v HuD

_— 3 . 3 S @ . @
Domain Hits IP Hits Vulnerability Hits Hash Hits

0 " ['141.256.164.11","198.252.107.14", ['CVE-2021-27065", "CVE-2021-26855", "CVE-2020- ['b422ba73f389ae6ef9411cf4484c840¢7¢82f2731
[ aVSVmCIOUd.COm ] '79.124.60.173","193.36.119.... 14882°, "CVE-2019-7... ©6324db0b24b6f87ce8477d"]
> EVENTINFO
Activity Workbook Guidance 4 Timeline Artifacts v Evidence Approvals Reports » ACTION » PLAYBOOK + ARTIFACT
Recent Activity

ARTIFACTS (1) Q

q i 5469 threat actor threat_actor
automation Sun at 12:00 am

<

recorded_future_threat_map_a... COLLAPSE

threat_actor_intelligence_1

detection_rule_search_1

search_splunk_for_ips Widgets Notes MANAGE WIDGETS

search_splunk_for_domains

search_splunk_for_hashes -lil-Recorded Future'

search_splunk_for_urls
ip intelligence
141.255.164.11 [recorded future qa] TP
141.255.164.11 ~
198.252.107.14 [recorded future qa]
79.124.60.173 [recorded future qa] Risk Score Risk Rules Triggered First Seen Last Seen Intelligence Card
193.36.119.162 [recorded future qa] 95 8 of 71 Risk Rules currently observed. 2021-07:31 2023.04-24 Open
threat actor intelligence
domain intelligence MITRE ATT@CK
vulnerability intelligence TA0001 (Initial Access), TA0002 (Execution), TAO011 (Command and Control)
file intelligence
Enter comment or */" to invoke command detection rule search

search_splunk_for_vulnerabilities
file_intelligence_1
domain_intelligence_1

ip_intelligence_1

€ € ¢ € < < < < < <<

vulnerability_intelligence_1

Triggered Risk Rules

Technical

From a technical perspective the integration will need the following configured:

e The Recorded Future app for Splunk SOAR installed and configured
https://splunkbase.splunk.com/app/6050

e The Splunk app for Splunk SOAR app installed and configured
https://splunkbase.splunk.com/app/5848

e The Timer app for Splunk SOAR installed and configured
https://splunkbase.splunk.com/app/5940

o 2 Playbooks downloaded and configured: recorded_future_threat_map_pull and
recorded_future_threat_map_actor_hunt

This service will require the SecOps or Threat Intelligence Module, the Vulnerability
Intelligence Module (for hunting vulnerabilities) and the Splunk SOAR Integration.
The playbooks are available on the Recorded Future support site.
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