Recorded Future Alerts v1.51 - Anomali ThreatStream Installation Guide

« Application Description

* Application Functionality
o Recorded Future Classic Alerts

o Recorded Future Playbook Alerts
= Cyber Vulnerability
o Affected Products

» Data Leakage on Code Repository

= Domain Abuse

= Third Party Risk

= Identity Novel Exposures

= Malware Report (Malware Intelligence)
= Updates

o Observables
= Confidence

« Installation
o Configuration

e Tags

Troubleshooting
o Missing Observables

o Not fetching alerts

o Custom Alerts (created with AQB) not ingesting

o IOC with O risk score and no Intelligence Card
« CHANGELOG

Application Description

Recorded Future is continuously harvesting data from Open, Deep, and Dark Web sources in
real-time including Social media, Forums, Blogs, IRC channels, Paste sites, email groups, onion
sites via TOR, and more through a range of collection mechanisms. Thousands of sources are
added to our index for customers each week and are currently mining and cross-correlating
data from over 750,000+ sources in seven languages with a patented Temporal Analytics™
Engine.

The Recorded Future Alert Feed for Anomali ThreatStream enables:

. Delivery of Recorded Future Alert details consumed in Anomali ThreatStream (TS) as

Incidents via an Anomali TS Feed.

Triaging Recorded Future Classic Alerts and Playbook Alerts with the full alert details context
directly in the Anomali TS.

. Review trending Intelligence Goals Library (IGL) data.

Ability to document historical credential leaks.



The Recorded Future Alert Feed for Anomali TS enables better alert triaging by adding relevant
and comprehensive context.

Application Functionality

Recorded Future Alerts application’s functionality is underpinned by the Recorded Future API,
which is the repository from which Anomali TS retrieves the Recorded Future Classic Alerts and
Playbook Alerts. The Feed fetches alert details and feeds them to Anomali TS as Incidents. This

makes the alert context ready for triaging within Anomali TS.

Alerts ingested by the Recorded Future Alerts Feed canbe foundinthe
Thread Model view as shown below:

Threat Model

Filter Options ﬂ
Reset Filters  Close Al
4204 Results
~ Filter TYPE NAME DATE PUBLISHED & TAGS souRcE &
v Incident Third Party Risk - Yandex: task-026f0575-(Be3-4226-a734-0267c 3350546 26 Oct 203 14-00 alert-d:tack:A26/bETS ¢ Recorded Future Alerts -
Actors
ATEACK PAtTEmMS AGS
Campaigns
Course of Action
Custom
Identities
Incigents > Incigent Data Leakage on Code Repository - Splunk: task: 7TDAD1275-e383-4b53-ae0e-D31066562715 26 0Ct 2023 13:55 alert-id:t db12 Recorded Future Alerts -
Infrastructure
» Incident Domain Abuse - y com: task-e287acc2-c5-detc-Basa-1a3 26/0ct 2023 13:48 alort i tak:e28Tacc2 1 Recorded Future Alerts -
Intrusion sets
Malware 3 Incident ata Leakage on Code Repasitary - Palo Alto Networks Inc.: task 6b910612-1691-4840-8801-T0BbSASE82 26/ 0Ct 202313:09 R Recorded Future Alerts -
signatures
Threat Bulletine > Incident 26 0t 2023 13:06 alart s IPSON Recorded Future Alerts -
Tl
» Incident 26 OCt 2013 13:06 alert-iAIPSO0 Recorded Future Alerts -
TIPS
vuinerabiiities > Incident 26/ 0Ct 2023 13:06 alert-id:t1p: Recorded Future Alerts -
A KeyFilters b Incident 26 0ct 202313:06 alert-id:tIPs0P Recarded Future Alerts -
Created by My Organization » Inchdent 26 0Ct 202313:05 alert-id:£1P30 Recorded Future Alerts -
Review Requested by Me
» Incident 26/0ct 2023 13:05 alort s tIPRz Recorded Future Alerts -

Recorded Future Alerts in Threat Model View

Recorded Future Classic Alerts

The following classic alerts are supported:

. Intelligence Goal Library (IGL) Alerts

. Custom Alerts

Every Incident created from a Recorded Future Classic Alert contains:

. Tags

Link to the Recorded Future Platform for further analysis

Alert Trigger time

. Alert references tables


https://app.recordedfuture.com/live/

. Reason for reference inclusion in alert (Triggered by)

« Recorded Future Al Insights

(] THREATSTREAM

@ Potential Logo Abuse Detection: 3x4VI0

- Recorded
" Future
PUBLICATION STATUS

Published

PUBLISHED DATE

27 Feb 2025 10:06

W@

TAGS

Visibiity

My Organization

alert-id3n4VI0 =

onganisation Professional-Services-Development
owner-nameNone < recorded-hiture-sle +
rule-name:Potentiak-Logo-Abuse-Detection
saurceLagatype-Detection =

VISIBILITY

My Organization

INTELLIGENCE INITIATIVE

Add Intelligence Initiative

FEED

Recorded Future Alerts - Test

SOURCE CREATED
27 Fab 2025 06:04

Description Azgoc

Attachments (0) MNotes

Potential Logo Abuse Detection

Summary

1D: 3x4VIO

Triggered: 2025-02-27 06:04:29

Alarting Rule: Potential Logo Abuse Detection
API| Porta

Al Insights

Comment: The Recorded Future Al requires more references in order to produce a summary,

References

1. From Logotype Detection

Title: Recorded Future Logotype Detection on https://cantho.arobistyle.com/2022/03/a0-khoac-vest-nam-can-thohtml
The logotypes Facebook, WhatsApp have been detected in a screenshot taken on the page https://cantho.arobistyle.com/2022,/03/ao-khoac-vest-nam-can-tho.html

Triggered By (Click to expand)

» Facebook {Logotype) — Facebook (Company) — Brand Names Watch List (EntityList)
= WhatsApp (Logotype) = WhatsApp Inc. (Company) =+ Facebook (Company) =+ Brand Names Watch List {EntityList)

2. From Logotype Detection

Title: Recorded Future Logotype Detection on https://liebeshopdk/collections/hjemmet-17page=4
The logotypes Facebook, Instagram, YouTube, Pinterest have been detected in a screenshot taken on the page hittps.//liebeshop.dk/collections/hjemmet-1?page=4

Triggered By (Click to expand)

3. From Logotype Detection

Title: Recarded Future Logotype Detection on hitps://dongsalar.coke/power-banks/57-marstek-10 htmi

The logotypes Facebook, Twitter, Mastercard, Visa, Bharti Airtel have been detected in a screenshot taken on the page https://dongsolar.coke/power-banks/S7-marstek-1000w-powerstationhtml

Triggered By (Click to expand)

Classic Alert: Potential Logo Abuse Detection

Recorded Future Playbook Alerts

The following playbook alerts are supported:

Cyber Vulnerability

Data Leakage on Code Repository

Domain Abuse

Identity Novel Exposures

Third Party Risk

Malware Report



Cyber Vulnerability

The Cyber Vulnerability Playbook Alerts utilise the Vulnerability Threat Model and can

be found by selecting Vulnerabilities from the Filter Options inthe Threat

Model page.

The Cyber Vulnerability Playbook Alerts contains:

« Recorded Future AI Insights for the reported vulnerability

Threat Model

Filter Options

Reset Filters  Close Al
Model Type  Vuinerabiities
Al 21 Results
[]an
= »
] Actrs TYPE NAME
[] Artack pattems w [} | Vuinerabl..  Cybervuinerability - CV
Campaigns o
Course of Action TAGS
Custom alert-id:tas:7eBaN2e-GeDe-4265-aT7c 45040166108
Identities
ybe
Incidents
Infrastructure —
> Vulnerabl... = Cyber Vulnerability - CVE-2023-20105: task cee158S
| intrusion sets —
| [BE » Vulnerabl...  Cyb
[ ] signatures.
Threat Bulleting » Vulnerabl... Cybi
Toals
o > Vulnerabl..,  Cyb
Vulnerabllities » [] | Vulnerabi.. Cyb
[] Fitter by Cvss 20 score
> Vulinerabl... | Cyber Vuinerabiiity - Cv

[] Filer by CvsS 3.0 score

Cyber Vulnerability Playbook Alerts as Vulnerabilities in Threat Model View

Summary of the vulnerability

DATE PUBLISHED +

27 OCt 2023 0950

27 0Ct 2023 0950

27 OCt 2023 09:50

27 Oct 2023 0949

27 0Ct 2023 0949

27 0ct 2023 0549

27 OCT 2023 09249

CVSS v2 and CVSS v3 score and additional context (if applicable)

Insikt Notes (if applicable)

Affected products list
Tags:

. lifecycle toindicate the exploitability of the vulnerability

TAGS

SOURCE ()

Recorded Future Alerts

Recorded Future Alerts
Recorded Future Alerts
Recorded Future Alerts
Recorded Fulure Alerts
Recorded Future Alerts

Recorded Future Alerts

o risk-rule indicating which Recorded Future Risk Rules the vulnerability has matched



https://support.recordedfuture.com/hc/en-us/articles/115000894468-Vulnerability-Risk-Rules

Threat Models List / Vulnerability Detail /

Cyber Vulnerability - CVE-2025-47827: Task:06071981-5830-4819-A36f-029f9043f271 m

'|!|‘ Recorded
1" Future

PUBLICATION STATUS
Published

PUBLISHED DATE
24 Oct 202511:22

TLP
Red

Watch | 0 | | ¥ Star | 0 | | Views | 0

O
o

20 4 Share

TAGS
Visibility

My Organization w

alert-id:task:06071981-5830-4819-a36f-02919043f27 =

lifecycle:Exploited =

I-Services-D

x

priofity:High = recorded-future-playbook-alert x

isk ited-in-the-Wild-by y-Active...
risk-rule:Recently-Reported-by-Insikt-Group =

rule-name:Cyber-Vulnerability =

VISIBILITY
My Organization

INTELLIGENCE INITIATIVE

Add Intelligence Initiative

FEED
Recorded Future Alerts - Test

SOURCE CREATED
15 Oct 2025 02:11

SOURCE MODIFIED
15 Oct 2025 02:1

Affected Products

x

< Description Associations (0) Investigations (0) Attachments (1) Notes Histo =

Cyber Vulnerability

Summary

1D: task:06071981-5830-4819-a36f-029f9043f271
Created: 2025-10-15 01:11:09

Updated: 2025-10-15 01:11:09

Status: New

Priority: High

API | Portal

Recorded Future Al Insights

CVE-2025-47827 is a critical vulnerability affecting IGEL OS 10 that allows a full Secure Boot bypass, potentially enabling untrusted
kernels and rootkits to be executed. It has been highlighted in multiple reports across platforms like Discord and GitHub,
indicating its relevance in the cybersecurity community. The vulnerability poses significant risks for Linux administrators by
exposing them to exploitation due to compromised security in the shim layer signed by Microsoft, making it easier for attackers
to gain unauthorized access. Given its severe implications and the presence of proof-of-concept (PoC) exploits, you should
prioritize patching this vulnerability immediately to protect your company's assets from potential attacks that could exploit this
flaw.

Vulnerability Overview

Name: CVE-2025-47827

Risk Score: 99

Matches in Watch List (7): Microsoft Windows Server 2019, Microsoft Windows 10, Microsoft, Microsoft Windows Server 2012,
Microsoft Windows Server 2016, Microsoft Windows, Microsoft Windows Server 2012 R2
Criticality: Very Critical

Lifecycle: Exploited

CVssv3

Attack Complexity: HIGH

Attack Vector: LOCAL

Availability Impact: LOW

Base Score: 45

Base Severity: Medium

Confidentiality Impact: LOW

Created: 2025-06-05 15:40:14

Exploitability Score: 1.0

Impact Score: 3.4

Integrity Impact: LOW

Modified: 2025-06-05 15:40:14

Privileges Required: LOW

Scope: UNCHANGED

User Interaction: NONE

Vartar Strinas CUCS-21/AV- FACHIDRA AN/ /O A 780

Playbook Alert: Cyber Vulnerability

A copy of Affected Products list can also be found inthe Attachments taband

is available for download



Cyber Vulnerability - CVE-2023-35359: Task:7e84ff2e-9c0e-42b5-A17¢-49ad01a6bf0e Details

Description Assaciations (0) nvestigations (0) Attachments (1) History

€4 Recorded

" Future

1Results

PUBLICATION STATUS
Published TITLE + URL/FILENAME
PUBLISHED DATE CVE-2023-35359_affected_products.csv CVE-2023-35359_affected_products.csv
27 Oct 2023 09:50
e ®

Affected Products attachment

Data Leakage on Code Repository

The Data Leakage on Code Repository Playbook Alerts utilise the Incident Threat Model
and can be found by selectingthe Incidents from the Filter Options inthe Threat

Model page.

The Data Leakage on Code Repository Playbook Alerts contains:

. Targets related to the leaked data

- Repository where the leaked data is located

- A Recorded Future Assessment on the leaked data
. Affected products list

. Tags:

. assessment indicating the type of leaked data



Threat Models List / Incident Det

Data Leakage On Code Repository - Example.Com: Task:Cb92cbb2-B79e-43b7-Bee7-D976{7b53bb2

Description Associations (0) Investigations (0)

1 !|' Recorded
1" Future

PUBLICATION STATUS
Published
Summa
PUBLISHED DATE ry
24 Oct 2025 11:20 1D: task:cb92cbb2-b79%e-43b7-bee?-d976f7b53bb2
Created: 2025-10-24 10:19:30
e @ Updated: 2025-10-24 10:19:55
Red Status: New
Priority: Moderate
APl | Portal
Watch | 0 ¥ Star | 0 Views | 0
o | Qo] shae Targets
TAGS example.com
Visibility
My Organization - Re p05|t0 ry

Owner: damarkuncoro
URL: https://github.com/damarkuncoro/rails8-app
alert-id:task:cb92cbb2-b79e-43b7-bee?-d376f7053... =

assessment:Possible-Key-Leak = AssessmEnts
Services-De * Published: 2025-10-24 10:08:46

Assessment targets: example.com
Possible Key Leak: password

pricrity:Moderate =

Data Leakage on Code Repository

Notes

Histc >

recorded-future-playbook-alert x Watch List Entity Mention on GitHub: example.com
Commit: https://github.com/damarkuncoro/railsé-app/commit/f76168d89c04da358faflbbcc07B0d355a74c3ca
I Cataesiave ESELIEE Content:
TR + # user\<em>name: Rails.application.credentials.dig(:smtp, :user\</em>name),+ # password:
Rails.application.credentials.dig(:smtp, :password),+ # address: "smtp.example.com”,+ # port: 587,+ # authentication: :plain
My Organization
INTELLIGENCE INITIATIVE Published: 2025-10-24 10:08:45
Add Intelligence Initiative Possible Key Leak: password, token, username
Commit: https://github.com/damarkuncoroy/rails8-app/commit/f76168d89c04da358faflb6cc0780d355a74c3ca
FEED Content:
Recorded Future Alerts - Test + # username: your-user++ # Always use an access token rather than real password when possible.+ # password:+ # -

KAMAL\<em>REGISTRY\</em>PASSWORD
SOURCE CREATED

24 Oct 2025 11:19

Published: 2025-10-24 10:08:45
SOURCE MODIFIED Assessment targets: example.com
24 Oct 2025 11:19 Possible Key Leak: ss!

Wiatrh §iet Cntitu Mantian an Gitboake avamnala fam

Playbook Alert: Data Leakage on Code Repository

Domain Abuse

The Domain Abuse Playbook Alerts utilise the Incident Threat Model and can be found by

selectingthe Incidents from the Filter Options inthe Threat Model page.

The Domain Abuse Playbook Alerts contains:
- Domains targeted by the typosquat
. Screenshots of the webpage (if available)

. NS, A and MX recorded for the involved domain



. Observables (Anomali provides additional information in regard to the Country, Organisation,
ASN and Status of the IOC, if available)

@ Domain Abuse - Www.Anywhere.Cinderella.Co.Za: Task:9b86333e-1b12-42ed-9e0c-018c8f3ea70f -E"“" m
Description Associations (0) Inv ] Motes His:
.|!|- Recorded
¥ Future

Domain Abuse

PUBLICATION STATUS

Published
Summa

PUBLISHED DATE ry

24 Oct 2025 1118 1D: task:0bB6333e-1b12-42ed-Selc-018cBf3eatOf
Created: 2025-10-24 10:08:25

e @ Updated: 2025-10-24 10:09:35

m Status: New

Priority: Informational

"
50| Targets
TAGS cinderella.com
Visibility
My Organization . DNS Records

Reason: Alert was created as a result of a triggered typosgquat detection

alert-id:task:9bBE333e-1012-A2ed-9elo-0BCBfIeal0f =

1042478251 kLT Medium A
organisation:Professional-Services-Developmant nsiparkingcrew.net 0 Low NS
pricrity-infermational = mailh-emailnet 15 Low Mx Default or Commeon Mail Server
recorded-future-playbook-alert = nsLparkingcorew.net L] Low NS

alltheemaits.cam 0 M Default or Common Mail Server

ule-name-Domain-Abuse x

screenshol-prasent =

WHOIS Details

VISIBILITY _
. Entity: www.anywherecinderella.coza

My Organization
Name servers: ns2host-hunet, nsldns-h.com, nslhost-h.net, ns2.dns-hcom

NTELLIGENCE INITIATIVE Creation Date: 2020-05-19 00:02:24

L Registrar: xneelo (Fty) Ltd
Add Intell gence Initia

FEED Screenshots

Recorded Future Alerts - Test
Screenshot Count: 1

SOURCE CREATED Created: 2025-10-24 10:13:32
24 Oct 2025 11:08

SOURCE MODIFIED cinderella.co.za
24 Oct 2025 11:09

ONLINE GAMES

Playbook Alert: Domain Abuse



Domain Abuse - Yuehin.Com: Task:E282acc2-F7c5-4efc-8aB8a-1a3110017220 Details -E‘m“ m

,|5|,Rec0rded
i'" Future

PUBLICATION STATUS
Published
PUBLISHED DATE
26 Oct 2023 13:48

@

Third Party Risk

Assoclations (2) nvestigations (0)

OBSERVABLES (2) HREAT MODELS {0) IMPORT SESSIONS (0) SANDBOX REPORTS (0}

2 Results @
..................................................................................................

» [OCL.  Suspicious | NTISUSLLE 1 G Zenlayer 21859 Falsepos  MyOrga. o 2506t 2.

> 250ct2 Suspicious  yuehincom 6 Falsepos My Orga. sler 250tz

Playbook Alert: Domain Abuse - Observables

The Third Party Risk Playbook Alerts utilise the Incident Threat Model and can be found

by selectingthe Incidents from the Filter Options inthe Threat Model page.

The Third Party Risk Playbook Alerts contains:

. Evidence for increased Third Party Risk

Insikt Notes (if available)

Observables (if available)

. Risk score of the company associated with the alert

. Tags:

. risk-rule

entity

indicating which Recorded Future Risk Rules matched the third party



https://support.recordedfuture.com/hc/en-us/articles/360006947834-Third-Party-Risk-Scoring-and-Risk-Rules

Threat Models List /
@ Third Party Risk - Alibaba (99): Task:85743a62-Fa26-43a4-Aadf-Cf3563dfa3a3
Associations (6) nvestigations (0) Attachments (0) History
B Recorded
1" Future View in Recorded Future
PUBLICATION STATUS
Published

Third Party Risk - Alibaba (99)

PUBLISHED DATE

30 Jan 2024 09:17 Priority: High
Alert Created: 2023-08-30 16:33:38
e @ Alert Updated: 2024-01-29 16:48:16

Malicious Network

Watch | 0 ¥ Star | O Views | 0

50| Q|| A& Share N i "
Hosts Recently Communicating With C&C Server
raes Added on: 2024-01-29 16:46:00
bl
R Summary: 605 sightings: Active command and control communicaticn on uncommeon ports related to malware from 8 hosts including 4757181106, 47.74.17.23, 4757.242.27. 4 related
My Organization i malware families including PlugX, Cobalt Strike: C2Concealer, Cobalt Strike. Last observed on Jan 28, 2024.
Evidence
L33 (5T . Observed Network Traffic - Client IP 47.57.242.27
P - * Recent Timestamp: 2024-01-04 18:43:40

* Malware IP Address: 122.254.94.69 (49)

* Malware IP Risk Description: 18 sightings on 1 source: Recorded Future Command & Control Validation. Recorded Future analysis validated 122.254.94.69:8000 as a command and
priority:High = play x control server for PlugX on Jan 30, 2024 Mitigated by being in Multi-Domain IP Addresses (Allow List),

* Malware Family: PlugX

isk-ruled fecently " th-ca.. =
k- rule:Recent-High-Mmpact-Abe-o1-Company-L. Observed Network Traffic - Client IP 47.57.242.27
rule-name:Third-Party-Risk x * Recent Timestamp: 2024-01-07 16:53:00
* Malware IP Address: 143.198.214.96 (99)
VISIBILITY * Malware IP Risk Description: 1 sighting on 1 source: Recorded Future Command & Control Validation. Recorded Future analysis validated 143.158.214.86:33434 as a command and
My Organization control server for Cobalt Strike: C2Concealer on Jan 29, 2024

* Malware Family: Cobalt Strike: C2Concealer
INTELLIGENCE INITIATIVE
Observed Network Traffic - Client IP 47.74.17.23

Add Intelligence Initiative

* Recent Timestamp: 2024-01-08 13:14:43
* Malware IP Address: 103145191118 (99)

Playbook Alert: Third Party Risk

3a4-Aadl-

Assaciations (5) R——

PUBLISHED DATE

30 Jan 3024 6917 6 Resuits

®
o0 caeateo et oustavanies conrienc counray | ong ASN . STATUS | WISIBWL. TAGS  QRECTL. TYPE  ASSOGL.  ASSOCL.  coMuE
— y Manz.  Spidous® » CNEE dangchouAibsbaAdversing.. | W91 A MyOme. Y
v [ anz. sepcdose ™ VBN sanghousibabaAdvesing.. | W3 Aawe  MyOma. 0z
-
ags
I
Tacs
e y I aamsa 00 CNEN | sanghouibataAdweting.. W3 Awe  MyOme. ik 002
My Crgnization N » P P ——— ™ CNEN | Margmhousibbadvertsing. | WS Actwe  Myoma. s 302
y Mand.  Sapicow® » ONEE  ManghouAabaAdvetiing.. | W93 A NyOme. ik W02
RIS 0 Dot MM = » 060ctl. Suspicious ® 80 f=1 | Hangchou Albaba Advertising .. 37963 Mtive MyOrga.. s lanz.

‘orprisstion Profeisons! Sarvicms Development
wemer gt Brofevscnal Sarsicen Desaiogrment

pricityiigh = mecerded futune-playbock aert

Playbook Alert: Third Party Risk - Observables

Identity Novel Exposures

The Identity Novel Exposures Playbook Alerts utilise the Incident Threat Model and can

be found by selectingthe Incidents from the Filter Options inthe Threat Model
page.

The Identity Novel Exposures Playbook Alerts contains:



The identity that was exposed

. Password hint or clear text password (Enabling_cleartext passwords within Identity

Intelligence)

Authorization URL

IP Address (if available)

Dump details

« Exposed secret details

Compromised host (if available)

Malware family name (if available)

. Technology (if available)

. Observable of the exposed identity with Confidence of 20
Tags

. assessment indicating the type of exposure

o plain-text-password indicating the Anomali TS incident contains a plain text

password

. malware-family the stealer malware family name (if available)


https://support.recordedfuture.com/hc/en-us/articles/14423892527379-Enabling-cleartext-passwords-within-Identity-Intelligence
https://support.recordedfuture.com/hc/en-us/articles/14423892527379-Enabling-cleartext-passwords-within-Identity-Intelligence

Threat Models List / I

@ Novel Identity Exposure - Atelieraplus@Morsegods.Online: Task:Cec6659d-2125-4b7f-A460-22866e6272b9

,|!|_ Recorded
" Future

PUBLICATION STATUS
Published

PUBLISHED DATE
24 Oct 2025 1:09

TLP &

TAGS
Visibility

My Organization

alert-id:task:cec6659d-2125-4b7f-2460- 2286626272

assessment:Malware x

malware-famay:XFiles-Stealer =

pment
plain-text-password x priority:Moderate =
recorded-future-playbook-alert =
rule-name-Novel-Identity-Exposure x

VISIBILITY
My Organization

INTELLIGENCE INITIATIVE

Add Intelligence Initiative

FEED
Recorded Future Alerts - Test

SOURCE CREATED
23 Oct 2025 21:05

SOURCE MODIFIED
23 Oct 2025 21:05

.

*®

Description Associations (0) Investigations (0) Attachments (0)

Novel Identity Exposure

Summary

1D: task:cec6659d-2125-4b7f-ad60-22 8666627209
Created: 2025-10-23 20:05:52

Updated: 2025-10-23 20:05:52

Status: New

Priority: Moderate

API | Portal

Exposure

atelierapl srsegods.online
Password: chondri#l
Assessment: Malware
Authorization URL: https://acme.com/memberphp
1P Address: 72591734
Properties: Letter, Number, Symbol, LowerCase, AtLeast8Characters
Hashes:
* SHA1bab617274df4a5069d1e3b6b97d11b24d09cafch
= SHA256 d73557edab8cde2158b8c7509a2c49b0756dbde0alBf8edadeN2fadbdbie30c
= NTLM c131f06bd2b1d35fc3983aca5adabag
* MD5 edeleS1bc1665121d71b9825fc26dbBO

Source:
= Mame: Stealer Malware Logs 2025-10-23

= Description: This credential data was derived from stealer malware logs. These logs are legally obtained through

Notes

History

proprietary methods from multiple underground sources. Most data is available within 48 hours after the infection. Refer

to exfiltration date for each specific exposure.

Compromised Host:

* Operating System: Windows 11
* 05 Username: aiban
* Machine Name: Russia 34

Malware Family: XFiles Stealer

Actions to Consider

* Check Incident Report

* Enforce Password Reset

* Initiate MFA Challenge

* Request Compromised Host Incident Respanse
* Review Malware Hunting Packages

Playbook Alert: Novel Identity Exposures



Threat Models List / Incide

Novel Identity Exposure - Y.Babakr.Ncbs@Norsegods.Online: Task:E217266a-A84b-4d3c-A971-Da6d8f66a21b m

Description Associations (1) Investigations (0) Attachments (0) History
OBSERVABLES (1) THREAT MODELS (0) IMPORT SESSIONS (0) SANDBOX REPORTS (0)
1Results @
D CREATED ITYPE OBSERVABLES CONFIDENCE STATUS TAGS AS50CI..
~ u 29 Jan 2024 12:02 Compromised Account Email y.babakr.ncbs@norsegods.online 20 Active alert-idtask:e21726.. % 09Feb2..
TAGS
alert-id:task:e217266a-a84b-4d3c-a97-dabd8f66a2lb assessment:Malware assessment:Technology malware-family:Vidar plain-text-password

Playbook Alert: Novel Identity Exposures: Observables
Malware Report (Malware Intelligence)

The Malware Report Playbook Alerts utilise the Incident Threat Model and can be found
by selectingthe Incidents from the Filter Options inthe Threat Model page.

The Malware Report Playbook Alerts contains:

. Matched hashes

Observables of the matches hashes with Confidence equivalentto Recorded Future

Risk Score + 1

. Sandbox Reports
o Score
o Tags

. Tags

. malware-family identified malware family name (if available)



Ransomware With No Family: Task:0647fd1f-38bc-451d-A49f-43a5ef071891

Description Associations (994) nvestigations (0) Attachments (0) Notes History

,|!|_ Eecorded
] . -
uture Ransomware with no family

PUBLICATION STATUS
Published
Summa
PUBLISHED DATE ry
23 Jul 2025 11:29 1D: task:0647fd1f-38bc-451d-a49f-43a5ef071891
Created: 2025-07-2105:00:13
e @ Updated: 2025-07-21 05:00:13
[ Red | Status: New
Priority: Informational
APl | Portal
Vatct * St Vi
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One of the unique aspects of Recorded Future Playbook Alerts is that these alerts will receive
updates and these updates will also propagate to Anomali TS by updating the

Description tab and other relevant data inside the appropriate Threat Model .

Observables

Not all Recorded Future Alerts are equal meaning not every Incident will have
Observables availableinthe Associations tab. The list below summarises which

alerts will produce Observables when available.

Recorded Future Classic Alerts Recorded Future Playbook Alerts

. Leaked Credential Monitoring . Domain Abuse

. Leaked Email Monitoring . Third Party Risk



. Identify Similar Domains « Novel Identity Exposures
« IP Address Mentions « Malware Report

« Increased IP Address Risk Score

« Increased Domain Risk Score

. Potential Logo Abuse Detection

@ New in v1.3.0:

. Select more Classic Alerts (IGL or Custom) to create Observables with the desired iType
. Disable Observable creation for the predefined Classic Alerts (listed above)

. Override the Observable iType for the predefined Classic alerts (listed above)

For more information please contact support at support@recordedfuture.com.

Confidence

The confidence of each observable is set as follows:

« For Playbook Alerts: this will be equal to the Recorded Future risk score of the observable plus
1, as shown in the screenshot above. The addition of 1is to match the Anomali scale which
goes up to 100 instead of 99.

. For classic alerts: the default confidence is 16 for all ITypes except for Compromised

Emails ITypes which willbe 20 .

Installation

The preferred installation method for the Recorded Future Alert Feed is through the Anomali TS

App Store.

Configuration

Once the application is installed please set the Recorded Future token and click Activate .


mailto:support@recordedfuture.com
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Get real-time threat intelligence context from Recorded Future. Assess risk quickly and confidently with evidence .I! I. R d
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Tags

Recorded Future Alert Feed uses a set of common tags that are added to Observable and
Incidents. These tags help to quickly and easily search and build dashboards from the Recorded

Future alert data. Note that tags are limited to 50 per alert.

Tag Obse Thre Example Description
rvabl at
e Mod
el
alert-id o © alert-id:wyf7g0 Recorded Future Alert ID
assessment ©  assessment:Possib Indicates the assessment made by
le-Key-Leak Recorded Future
author o © author:Bot Author of the data
lifecycle © lifecycle:Exploited Indicates the lifecycle stage of a
vulnerability
malware-family (/] © malware- Indicates stealer malware name

family:Lumma

organisation (] © organisation:PS- The organisation of the alert

Development

owner-name o © owner-name:Moise The owner of the alert
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Risk Rule

Recorded Future Alert rule name

Indicates that the Incident contains a

screenshot

Source of the data

In some cases an Incident might display a certain amount of observables in the

Description taband yet containlessinthe Associations tab, thisis due to the

fact that Anomali TS has a whitelisting mechanism that prevents certain Observables from

being ingested. For more information please contact the Anomali Support team.

Not fetching alerts

The integration only fetches alerts with a status of no-action oras shown in the portal

New . Verify that the alerts you wish to fetch have this status set.



Custom Alerts (created with AQB) not ingesting

By default Recorded Future Custom Alerts created using the Advanced Query Builder (AQB) are
private to the user and are not visible to the Anomali integration. To share a custom Alert with

your Anomali ThreatStream (TS) instance please follow this support article.

IOC with O risk score and no Intelligence Card

There might be playbook alerts (specifically Domain Abuse, Third Party Risk and Cyber
Vulnerability) where an IOC might have a risk score of 0 but no information in the intelligence
card associated with it in the Recorded Future Portal. That is expected, we decided to still show
those IOCs related to an alert for completeness of information. The occurrences of such IOC is
expected to be very low.


https://support.recordedfuture.com/hc/en-us/articles/115002154247-Sharing-Alert-Rules

CHANGELOG



[1.5.1] - 2026-03-05

Added
« User set Playbook Alert rule names are now used in the Anomali Threat Model title field, as

well asthe alert-rule tag, instead of the default rule name.

[1.5.0] - 2026-02-03

Added

. Support for Malware Repoxrt Playbook Alert

Changed
- Updated Incident layout for the following Playbook Alerts
Domain Abuse

o

Code Repo Leakage

o

o

Cyber Vulnerability
Third Party Risk

o

Identity Novel Exposures

o

. Optimised ingestion of Domaln Abuse Playbook Alerts which results in much faster

ingestion times
. PSEngine upgradedtov2.4.2

. Anomali Feeds SDK upgraded to v2.6.0

[1.4.3] - 2026-01-05

Added

. Classic Alerts entity tags optimisation.

[1.4.2] - 2025-09-15

Changed

. Alert ingestion optimisations

[1.41] - 2025-05-07

Fixed



. Classic Alerts
o Missing reference fragment sometimes prevented alert ingestion.
« Playbook Alerts

o Domain Abuse MX records sometimes caused alert fetch to fail.

Changed
. PSEngine upgraded to v2.0.5

[1.4.0] - 2025-03-24

Added

. Classic Alerts

. Source Created timeis now set using the alert created time

o Triggered by now tells the user why a specific reference has matched and is part of the

alert
- Observables are now created from alertrule Malicious Infrastructure on
Monitored IP Addresses
. Playbook Alerts

o Source Created timeis now set using the alert created time

o Source Modified timeis not using the alert updated time

Changed
. Classic Alerts
- New enhanced layout

. Playbook Alerts

o Source Created timeis now set using the alert created time

o Source Modified timeis not using the alert updated time

Fixed
. Classic Alerts

o Hashes from sandbox analysis references are now created as Observables

Removed

« Playbook Alerts



o Alert Created / Updated removed from the description in favour of Source LIreated

and Source Modified

[1.3.1] - 2024-08-14

Fixed
« Playbook Alerts
o Novel Identity Exposure
« An incorrectly formatted password hint no longer stops ingestion of playbook alerts.
o Cyber Vulnerability

« Unusual vulnerability names such as ‘0.0.0.0 day’ no longer stop ingestion of playbook

alerts.

[1.3.0] - 2024-07-01

Added
. Classic Alerts

o Support for custom Observables mapping

. rule-name tag added to Observables

Changed
. Classic Alerts

o New layout

Fixed
. Classic Alerts

o Some Observables from URLs were not being enriched correctly

[1.2.0] - 2024-03-14

Added

. Support for Identity Novel Exposures Playbook Alert

. New Tags (see install guide for complete list)

Changed
. PSEngine upgraded to v112.0
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[11.0] - 2023-11-03

Added

. Classic Alerts now support Recorded Future AI Insights

. Classic Alerts contain the full Insikt Analyst Note text instead of a fragment

. Playbook Alert Domain Abuse now displaysthe Targets of atyposquat

. Support for Code Repository Leakage, Cyber Vulnerability and
Third-Party Risk Playbook Alert

. Generic Incident for not yet fully supported Playbook Alerts - New Tags (see install guide for
complete list)

Changed
. Classic Alerts IOC enrichment is now enabled by default for all clients

. Anomali Feeds SDK upgraded to v2.5.16

. PSEngine upgraded to v1.10.2

Fixed

. Removed reference count fromthe Incident Name

. PSEngine upgraded which fixed the 1imit parameter issue when paginating through
results

Removed

. Removed enrich_alerts parameter from [anomali_ts] stanza

[1.0.0 GA] - 2023-03-08

Added

. Official package release






