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$SSOLFDWLRQ�GHVFULSWLRQ
5HFRUGHG )XWXUH LV FRQWLQXRXVO\ KDUYHVWLQJ GDWD IURP 2SHQ� 'HHS� DQG 'DUN :HE VRXUFHV LQ
UHDO�WLPH LQFOXGLQJ 6RFLDO PHGLD� )RUXPV� %ORJV� ,5& FKDQQHOV� 3DVWH VLWHV� HPDLO JURXSV� RQLRQ
VLWHV YLD 725� DQG PRUH WKURXJK D UDQJH RI FROOHFWLRQ PHFKDQLVPV� 7KRXVDQGV RI VRXUFHV DUH
DGGHG WR RXU LQGH[ IRU FXVWRPHUV HDFK ZHHN DQG DUH FXUUHQWO\ PLQLQJ DQG FURVV�FRUUHODWLQJ GDWD
IURP�RYHU����������VRXUFHV�LQ�VHYHQ�ODQJXDJHV�ZLWK�D�SDWHQWHG�7HPSRUDO�$QDO\WLFV��(QJLQH�

7KH�5HFRUGHG�)XWXUH�DSSOLFDWLRQ�IRU�,%0�45DGDU�HQDEOHV�
� $GYDQFHG HQULFKPHQW RI ,3� GRPDLQV� 85/V� DQG KDVKHV LQGLFDWRUV ZLWK 5LVN 6FRUH DQG

DVVRFLDWHG (YLGHQFH IURP 5HFRUGHG )XWXUH 62$5 $3, FROOHFWHG DQG DQDO\VHG GDWD
GLUHFWO\ LQ ,%0 45DGDU SURGXFW� )HDWXUH DYDLODEOH ZKHQ KRYHULQJ ZLWK WKH PRXVH FXUVRU
RYHU�DQ\�ILHOG�FRQWDLQLQJ�DQ�,3�YDOXH�

� /RRNXS IXQFWLRQDOLW\ IRU ,3� GRPDLQV� KDVKHV� DQG YXOQHUDELOLWLHV YLD D GHGLFDWHG
5HFRUGHG )XWXUH WDE ZLWKLQ 45DGDU� SURYLGLQJ LQ�DSS LQIRUPDWLRQ DERXW ULVN VFRUHV DQG
ULVN�HYLGHQFH�IRU�DQ\�LQGLFDWRU�

� 'HOLYHU\ RI PDOLFLRXV RU SRWHQWLDOO\ PDOLFLRXV ,3� GRPDLQV� 85/V� DQG KDVKHV �FUHDWHG
EDVHG RQ FXVWRP 7KUHVKROG� 5LVN %DQGZLGWKV� RU DVVRFLDWHG UXOHV�HYLGHQFH� FRQVXPHG
LQ�,%0�45DGDU�DV�5HIHUHQFH�6HWV�ZKLFK�FDQ�EH�XVHG�IRU�VHDUFKHV�DQG�FRUUHODWLRQV�

� 'HOLYHU\ RI PDOLFLRXV RU SRWHQWLDOO\ PDOLFLRXV &9( 5LVN /LVWV �FUHDWHG EDVHG RQ FXVWRP
7KUHVKROG� 5LVN %DQGZLGWKV� RU DVVRFLDWHG UXOHV�HYLGHQFH� FRQVXPHG LQ ,%0 45DGDU DV
5HIHUHQFH 6HWV ZKLFK FDQ EH XVHG IRU VHDUFKHV DQG FRUUHODWLRQV ZLWK 45DGDU
9XOQHUDELOLW\�0DQDJHPHQW�

7KXV� WKH 5HFRUGHG )XWXUH DSSOLFDWLRQ IRU ,%0 45DGDU� HQDEOHV IDVWHU GHWHFWLRQ RI WKUHDWV�
EHWWHU RIIHQVHV WULDJH� PRUH JUDQXODU FRUUHODWLRQ ORJLF EDVHG RQ ULVN VFRUH RU HYLGHQFH�
PLQLPL]DWLRQ RI WLPH IRU RIIHQVHV� DQG DOHUWV LQYHVWLJDWLRQ E\ DGGLQJ UHOHYDQW DQG FRPSUHKHQVLYH
FRQWH[W�

6\VWHP�UHTXLUHPHQWV
Ɣ ,%0�45DGDU�YHUVLRQ�������SDWFK����������SDWFK����������
Ɣ ,%0�45DGDU�$XWKRUL]HG�6HUYLFH�6HFXULW\�7RNHQ
Ɣ 5HFRUGHG�)XWXUH�$3,�7RNHQ
Ɣ 5HFRUGHG�)XWXUH�DFFRXQW�IRU�DFFHVVLQJ�FRQWHQW�ZKHQ�SLYRWLQJ�RXWVLGH�,%0�45DGDU�WR

WKH�5HFRUGHG�)XWXUH�SODWIRUP��KWWSV���ZZZ�UHFRUGHGIXWXUH�FRP�FRQWDFW��

�

https://www.recordedfuture.com/contact/


,QVWDOODWLRQ

7KH SUHIHUUHG LQVWDOODWLRQ PHWKRG IRU 5HFRUGHG )XWXUH ,%0 45DGDU DSSOLFDWLRQ LV WKURXJK ,%0¶V
6HFXULW\�$SSOLFDWLRQ�([FKDQJH� KWWSV���H[FKDQJH�[IRUFH�LEPFORXG�FRP�KXE�

3OHDVH QRWH WKDW LQ FDVH RI XSJUDGH RI 5HFRUGHG )XWXUH ,%0 45DGDU YHUVLRQ ��[ WR YHUVLRQ ��[
DQG KLJKHU LW ZLOO EH QHFHVVDU\ WR UHHQWHU DOO VHQVLWLYH GDWD LQ WKH FRQILJXUDWLRQ SDJH �5HFRUGHG
)XWXUH�$3,�WRNHQ��SUR[\�SDVVZRUG��HWF��




,I \RX DUH XSJUDGLQJ IURP 5HFRUGHG )XWXUH IRU 45DGDU Y��[ RU Y��[ WR Y��[� \RX ZLOO
QHHG D QHZ 5HFRUGHG )XWXUH $3, WRNHQ 3OHDVH VXEPLW DQ LQWHJUDWLRQ VXSSRUW WLFNHW WR
5HFRUGHG�)XWXUH�LVVXH�D�QHZ�WRNHQ�IRU�5HFRUGHG�)XWXUH�Y��[�




&RQILJXUDWLRQ
2QFH WKH 5HFRUGHG )XWXUH DSSOLFDWLRQ LV LQVWDOOHG� WKH ³5HFRUGHG )XWXUH &RQILJXUDWLRQ´ LFRQ
VKRXOG�EH�DOUHDG\�YLVLEOH�XQGHU�WKH�³$GPLQ´�WDE�IURP�,%0�45DGDU�LQ�WKH�³3OXJ�LQV´�VHFWLRQV�

�

https://exchange.xforce.ibmcloud.com/hub
https://support.recordedfuture.com/hc/en-us/requests/new?ticket_form_id=360004119534


$GGLQJ�DQ�DXWKRUL]HG�VHUYLFH
7KH�5HFRUGHG�)XWXUH�DSSOLFDWLRQ�UHTXLUHV�DQ�,%0�45DGDU�$XWKRUL]HG�6HUYLFH�6HFXULW\�7RNHQ�WR
EH�DEOH�WR�SRSXODWH�5HIHUHQFH�6HWV�ZLWK�XSGDWHG�GDWD�

1RWH��45R&�FXVWRPHUV�JHW�WKHLU�$67�IURP�WKH��VHOI 6HUYH�$SS��6HH�
KWWSV���ZZZ�LEP�FRP�GRFV�HQ�TUDGDU�RQ�FORXG"WRSLF DSS�DXWKRUL]HG�VHUYLFH�WRNHQV

3OHDVH�XVH�WKH�IROORZLQJ�VWHSV�WR�FUHDWH�VXFK�D�7RNHQ�WKDW�\RX�FDQ�ODWHU�XVH�LQ�WKH�DSSOLFDWLRQ
FRQILJXUDWLRQ�ZLQGRZ�

�� &OLFN�WKH�³$GPLQ´�WDE
�� 2Q�WKH�QDYLJDWLRQ�PHQX��FOLFN�³6\VWHP�&RQILJXUDWLRQ´
�� &OLFN�³$XWKRUL]HG�6HUYLFHV´

�� &OLFN�³$GG�$XWKRUL]HG�6HUYLFH´

�� ,Q�WKH�³6HUYLFH�1DPH´�ILHOG��W\SH�D�QDPH�IRU�WKH�DXWKRUL]HG�VHUYLFH�
�� )URP�WKH�³8VHU�5ROH´�OLVW��VHOHFW�³$GPLQ´
�� &KHFN�³1R�([SLU\´�WR�HQVXUH�WKDW�WKH�7RNHQ�ZLOO�QHYHU�H[SLUH

�� &OLFN�³&UHDWH�6HUYLFH´

�

https://www.ibm.com/docs/en/qradar-on-cloud?topic=app-authorized-service-tokens


2QFH WKH VHUYLFH LV FUHDWHG� WKH FRUUHVSRQGLQJ ³$XWKHQWLFDWLRQ 7RNHQ´ LV GLVSOD\HG DQG FDQ EH
FRSLHG IURP WKH OLVW RI $XWKRUL]HG 6HUYLFHV� 2I[ MR ����� 8LI EYXLSVM^IH WIVZMGI XSOIR GERRSX FI
QEHI ZMWMFPI EJXIV ]SY GPSWI XLI %YXLSVM^IH 7IVZMGI 'VIEXIH 7YGGIWWJYPP] HMEPSK� 'ST] XLI XSOIR XS E
WIGYVI PSGEXMSR FIJSVI ]SY GPSWI XLI HMEPSK� 0MRO JSV VIJIVIRGI�
LXXTW���[[[�MFQ�GSQ�HSGW�IR�UWMT����#XSTMG!WIVZMGIW�EHHMRK�EYXLSVM^IH�WIVZMGI

5HFRUGHG�)XWXUH�DSSOLFDWLRQ�FRQILJXUDWLRQ
7KH FRQILJXUDWLRQ SDJH IRU WKH 5HFRUGHG )XWXUH DSSOLFDWLRQ� WKH QDPH ³5HFRUGHG )XWXUH
&RQILJXUDWLRQ´ FDQ EH IRXQG LQ WKH ³$GPLQ´ WDE LQ WKH ³3OXJ�LQV´ VHFWLRQ� 2QFH RSHQHG WKH
FRQILJXUDWLRQ�SDJH�ZLOO�HQDEOH�FRQILJXUDWLRQ�RI�WKH�IROORZLQJ�SDUDPHWHUV�RQ�WKH�³6HWWLQJV´�WDE�

5HFRUGHG�)XWXUH
Ɣ $3,�7RNHQ���5HFRUGHG�)XWXUH�$3,�7RNHQ
Ɣ $3,�85/���85/�RI�WKH�5HFRUGHG�IXWXUH�$3,�LQVWDQFH
Ɣ 66/�9HULILFDWLRQ�VZLWFK���$OORZV�WR�GLVDEOH�66/�FHUWLILFDWHV�YHULILFDWLRQ

�

https://www.ibm.com/docs/en/qsip/7.5?topic=services-adding-authorized-service


3UR[\�6HWWLQJV
Ɣ (QDEOHG�6ZLWFK���SDUDPHWHU�WKDW�FRQWUROV�WKH�XVDJH�RU�QRW�RI�DQ�LQWHUPHGLDU\�SUR[\

VHUYHU�IRU�FRQQHFWLRQ�EHWZHHQ�WKH�5HFRUGHG�)XWXUH�DSS�DQG�5HFRUGHG�)XWXUH�RQOLQH
VHUYLFHV��$3,�

Ɣ +RVW���UHIHUV�WR�WKH�SUR[\�VHUYHU�FRQQHFWLRQ�DGGUHVV
Ɣ 3RUW���UHIHUV�WR�WKH�SUR[\�VHUYHU�FRQQHFWLRQ�SRUW
Ɣ 8VHUQDPH��RSWLRQDO����UHIHUV�WR�WKH�XVHUQDPH�UHTXLUHG�IRU�DXWKHQWLFDWLRQ�WR�WKH�SUR[\

VHUYHU
Ɣ 3DVVZRUG��RSWLRQDO����UHIHUV�WR�WKH�SDVVZRUG�UHTXLUHG�IRU�DXWKHQWLFDWLRQ�WR�WKH�SUR[\

VHUYHU

,%0�45DGDU
Ɣ 6HUYHU�,3���SDUDPHWHU�FRQWURO�WKH�,3�RI�WKH�45DGDU�FRQVROH�VHUYHU�WKH�5HFRUGHG�)XWXUH

DSS�ZLOO�EH�XVHG�IRU�FRQQHFWLRQ�DQG�SRSXODWLRQ�RI�WKH�5HIHUHQFH�6HWV��E\�GHIDXOW�LW�LV
DXWRPDWLFDOO\�SRSXODWHG�ZLWK�WKH�SXEOLF�45DGDU�FRQVROH�VHUYHU�,3�
127(��)RU�45R&�FOLHQWV��WKH�45DGDU�FRQVROH�)4'1�VKRXOG EH�XVHG�LQVWHDG�RI�DQ�,3
DGGUHVV�

Ɣ 6HUYHU�7RNHQ���UHIHUV�WR�WKH�³$XWKRUL]HG�6HUYLFH�6HFXULW\�7RNHQ´�DVVRFLDWHG�WR�WKH
³$XWKRUL]HG�6HUYLFH´�FUHDWHG�DW�WKH�SUHYLRXV�VWHSV

7KH�³5LVN�OLVWV´�WDE�DOORZV�FRQILJXULQJ�ZKDW�5HFRUGHG�)XWXUH�ULVN�OLVWV�ZLOO�EH�XVHG�WR�FUHDWH
5HIHUHQFH�6HWV�LQ�,%0�45DGDU����,W�GLVSOD\V�D�OLVW�RI�FXUUHQWO\�FRQILJXUHG�ULVN�OLVWV�

�



7KHUH�DUH�WZR�W\SHV�RI�ULVN�OLVWV�
� 3UHGHILQHG�WKDW�DUH�VKLSSHG�ZLWK�WKH�5HFRUGHG�)XWXUH�DSS
� &XVWRP�WKDW�DUH�FUHDWHG�E\�XVHUV

7KH�IROORZLQJ�FRQWUROV�DUH�DYDLODEOH�IRU�H[LVWLQJ�ULVN�OLVWV�
� (QDEOH�6ZLWFK���ZKHQ�GLVDEOHG�WKH�ULVN�OLVW�ZLOO�QRW�EH�GRZQORDGHG�DQG�WKH�UHODWHG

UHIHUHQFH�VHWV�ZLOO�EH�SXUJHG�
� 8SGDWH�LQWHUYDO���FRQWUROV�KRZ�RIWHQ�WKH�ULVN�OLVW�GDWD�ZLOO�EH�XSGDWHG���³'HIDXOW´�PHDQV�WR

XSGDWH�GDWD�DV�VRRQ�DV�LW�FKDQJHV�RQ�5HFRUGHG�)XWXUH�VLGH�
� 5LVN�6FRUH�7KUHVKROG���FRQWDLQV�WKH�PLQLPXP�ULVN�VFRUH�DQ�HQWLW\�VKRXOG�KDYH�WR�EH

LQFOXGHG�LQ�WKH�³6FRUH´�UHIHUHQFH�VHW�
� 'HOHWH�ULVN�OLVW���FXVWRP�ULVN�OLVWV�FDQ�EH�GHOHWHG�E\�FKHFNLQJ�WKLV�FKHFNER[�DQG�KLWWLQJ

6$9(�EXWWRQ�

�



7R�FUHDWH�FXVWRP�ULVN�OLVW�FOLFN�³$GG�ULVN�OLVW´�OLQN���$GG�ULVN�OLVW�IRUP�ZLOO�RSHQ�

7KH�IRUP�FRQWUROV�DUH�
� 1DPH���XQLTXH�QDPH�RI�WKH�ULVN�OLVW���:LOO�EH�LQFOXGHG�LQ�WKH�QDPHV�RI�UHIHUHQFH�VHWV

EDVHG�RQ�WKLV�ULVN�OLVW�
� 7\SH���W\SH�RI�WKH�HQWLWLHV�SURYLGHG�E\�WKH�ULVN�OLVW��&DQ�EH�RQH�RI�'RPDLQ��85/��+DVN��,3�

RU�9XOQHUDELOLW\�
� )XVLRQ�)LOH���SDWK�WR�WKH�5HFRUGHG�)XWXUH�IXVLRQ�ILOH�FRQWDLQLQJ�WKH�ULVN�OLVW�
� 8SGDWH�,QWHUYDO���KRZ�RIWHQ�WR�FKHFN�WKH�IXVLRQ�ILOH�IRU�XSGDWHV���³'HIDXOW´�PHDQV�WR

GRZQORDG�XSGDWHV�DV�VRRQ�DV�WKH\�DUH�DYDLODEOH�
� 5LVN�6FRUH�7KUHVKROG���FRQWDLQV�WKH�PLQLPXP�ULVN�VFRUH�DQ�HQWLW\�VKRXOG�KDYH�WR�EH

LQFOXGHG�LQ�WKH�³6FRUH´�UHIHUHQFH�VHW�

$IWHU�DOO�WKH�ILOHV�KDYH�EHHQ�ILOOHG�FOLFN�WKH�³$GG´�EXWWRQ���1HZ�ULVN�OLVW�ZLOO�EH�DGGHG�WR�WKH�OLVW�

�



7KH�³�´�EDGJH�QH[W�WR�WKH�ULVN�OLVW�QDPH�PHDQV�WKDW�WKH�ULVN�OLVW�KDV�QRW�EHHQ�VDYHG�WR�WKH
FRQILJXUDWLRQ�\HW���$IWHU�DGGLQJ�DOO�WKH�UHTXLUHG�ULVN�OLVWV�FOLFN�WKH�6$9(�EXWWRQ�WR�VDYH�FKDQJHV
WR�WKH�FRQILJXUDWLRQ�

0XOWL�7HQDQW�&RQILJXUDWLRQ
7KH�DSS�QRZ�VXSSRUWV�PXOWL�WHQDQW�FRQILJXUDWLRQV��2QH�LQVWDQFH�RI�WKH�DSS�KDV�WR�EH�FUHDWHG�IRU
HDFK�WHQDQW�WKDW�QHHGV�DFFHVV�WR�RXU�GDWD��7KLV�DOVR�PHDQV�WKDW�HDFK�WHQDQW�FDQ�KDYH�D
GLIIHUHQW�FRQILJXUDWLRQ�DQG�QR�GDWD�LV�VKDUHG��8VH�WKH�,%0��45DGDU��$VVLVWDQW�DSS�WR�PDQDJH
\RXU�DSS�DQG�FRQWHQW�H[WHQVLRQ�LQYHQWRU\��YLHZ�DSS�DQG�FRQWHQW�H[WHQVLRQ�IRU�\RX�U�PXOWL�WHQDQW
HQYLURQPHQW�
6HH� LXXTW���[[[�MFQ�GSQ�HSGW�IR�UVEHEV�GSQQSR#XSTMG!ETT�QEREKMRK�QYPXMXIRERX�ETTW

$SSOLFDWLRQ�IXQFWLRQDOLW\
5HFRUGHG )XWXUH DSSOLFDWLRQ¶V IXQFWLRQDOLW\ LV XQGHUSLQQHG E\ WKH 5HFRUGHG )XWXUH $3,� ZKLFK LV
WKH UHSRVLWRU\ IURP ZKLFK 45DGDU UHWULHYHV WKH UHOHYDQW GDWD� 7KH 5HFRUGHG )XWXUH DSS
DXWRPDWHV HQULFKPHQW RI LQGLFDWRUV� HQDEOHV SLYRWLQJ WR DGGLWLRQDO FRQWH[W� DQG RUFKHVWUDWHV WKH
LQJHVWLRQ RI LQGLFDWRUV OHYHULQJ WKH QHZ 45DGDU DSSOLFDWLRQ IUDPHZRUN WR IDFLOLWDWH DGYDQFHG
VHDUFKHV�DQG�FRUUHODWLRQ�

��

https://www.ibm.com/docs/en/qradar-common?topic=app-managing-multitenant-apps


,3�(QULFKPHQW�LQ�,%0�45DGDU
7KH�5HFRUGHG�)XWXUH�DSSOLFDWLRQ�HQDEOHV�XVHUV�WR�JHW�D�IDVW�XQGHUVWDQGLQJ�RI�,3�ULVN�OHYHO
GLUHFWO\�LQ�,%0�45DGDU�8,�E\�KRYHULQJ�WKH�PRXVH�FXUVRU�RYHU�D�ILHOG�FRQWDLQLQJ�DQ�,3�$GGUHVV�
7KH�GDWD�HQULFKHG�IRU�DQ�,3��ZKHQ�SHUIRUPLQJ�VXFK�DFWLRQ�LV�

� ,3�&ULWLFDOLW\�OHYHO���9HU\�0DOLFLRXV��0DOLFLRXV�RU�6XVSLFLRXV
� 5HFRUGHG�)XWXUH�5LVN�6FRUH
� 1XPEHU�RI�5HFRUGHG�)XWXUH�UXOHV�WKDW�JHQHUDWHG�WKH�VFRUH
� 7KH�5HFRUGHG�)XWXUH�UXOHV�HYLGHQFH�WKDW�FRQWULEXWHG�WR�WKH�VFRUH

��



,3�/RRNXSV�RQ�5HFRUGHG�)XWXUH
7KH 5HFRUGHG )XWXUH DSSOLFDWLRQ HQDEOHV XVHUV WR JHW D GHHSHU XQGHUVWDQGLQJ RI ,3 ULVN OHYHO
DQG DVVRFLDWHG FRQWH[W E\ SLYRWLQJ WR WKH 5HFRUGHG )XWXUH SODWIRUP DQG YLVXDOL]LQJ WKH ,3 ,QWHO
&DUG� 7KLV LV SRVVLEOH YLD WKH ULJKW�FOLFN PHQX RSWLRQ SUHVHQWHG IRU DQ\ ILHOG FRQWDLQLQJ DQ ,3
$GGUHVV�

&RUUHODWLRQ�DQG�DGYDQFHG�VHDUFKHV
5HFRUGHG )XWXUH DSSOLFDWLRQ HQDEOHV FRUUHODWLRQ DQG DGYDQFHG VHDUFKHV EDVHG RQ ,3
5HIHUHQFH 6HWV WKDW DUH XSGDWHG RQ WKH WLPH LQWHUYDO VHW LQ WKH DSSOLFDWLRQ FRQILJXUDWLRQ� $

��



VHULHV RI 5HIHUHQFH 6HWV DUH DXWRPDWLFDOO\ FUHDWHG DV VRRQ DV WKH DSSOLFDWLRQ LV SURSHUO\
FRQILJXUHG� WKDW SURYLGH KLJK IOH[LELOLW\ WR WKH XVHUV ZDQWLQJ WR LGHQWLI\ WKUHDWV WKDW PLJKW LPSDFW
WKHLU�FRPSDQ\�

�� $�UHIHUHQFH�VHW�FUHDWHG�EDVHG�RQ�WKH�FXVWRP�6FRUH�WKUHVKROG

�� 5HIHUHQFH VHWV FUHDWHG EDVHG RQ WKH ULVN EDQGZLGWKV UHFRPPHQGHG E\ 5HFRUGHG
)XWXUH

�� 5HIHUHQFH VHWV FUHDWHG EDVHG RQ WKH HYLGHQFHV�UXOHV DVVRFLDWHG WR HDFK RI WKH ,3V
NQRZQ�DQG�VFRUHG�E\�5HFRUGHG�)XWXUH�

0RUH WKDQ �� UXOHV�HYLGHQFH DUH DYDLODEOH LQ 5HFRUGHG )XWXUH GDWD DVVRFLDWHG WR ,3V DQG DOO RI
WKHP FDQ EH XVHG IRU D JUDQXODU FRUUHODWLRQ ORJLF DQG SURSHU LGHQWLILFDWLRQ RI VSHFLILF RU UHOHYDQW
WKUHDWV WR WKH FRPSDQ\� $GGLWLRQDO GHWDLOV DERXW WKH UXOHV FDQ EH IRXQG KHUH�
KWWSV���VXSSRUW�UHFRUGHGIXWXUH�FRP�KF�HQ�XV�DUWLFOHV��������������5LVN�6FRULQJ�LQ�5HFRUGHG�)
XWXUH�

)XUWKHU RQ� EDVHG RQ WKHVH 5HIHUHQFH 6HWV� \RX FDQ FUHDWH UXOHV IRU FRUUHODWLRQ DJDLQVW ORJ RU
QHWZRUN�DFWLYLW\�RU�SHUIRUP�DGYDQFHG�VHDUFKHV�

��

https://support.recordedfuture.com/hc/en-us/articles/115000897208-Risk-Scoring-in-Recorded-Future
https://support.recordedfuture.com/hc/en-us/articles/115000897208-Risk-Scoring-in-Recorded-Future


&RUUHODWLRQ�UXOHV�H[DPSOHV
�� ,GHQWLI\�DQ\�WUDIILF�WR�IURP�,3V��IRXQG�LQ�,%0�45DGDU¶V�ORJ�RU�QHWZRUN�DFWLYLW\��WKDW�KDV�D

5HFRUGHG�)XWXUH�ULVN�VFRUH�KLJKHU�RU�HTXDO�WR�D�WKUHVKROG��VHW�XS�LQ�WKH�DSSOLFDWLRQ
FRQILJXUDWLRQ�ZLQGRZ�

�� ,GHQWLI\�DQ\�WUDIILF�WR�IURP�,3V��IRXQG�LQ�,%0�45DGDU¶V�ORJ�RU�QHWZRUN�DFWLYLW\��WKDW�LV
FRQVLGHUHG�E\�5HFRUGHG�)XWXUH�DV�EHLQJ�PDOLFLRXV

�� ,GHQWLI\�DQ\�WUDIILF�WR�IURP�,3V��IRXQG�LQ�,%0�45DGDU¶V�ORJ�RU�QHWZRUN�DFWLYLW\��WKDW�DUH
NQRZQ�E\�5HFRUGHG�)XWXUH�DV�³+LVWRULFDO�&	&�6HUYHUV´

$GYDQFHG�VHDUFKHV�H[DPSOH
8LMW�VIXYVRW�EPP�(IWXMREXMSR�-4�W�XLEX�LEZI�FIIR�QEXGLIH�EKEMRWX�XLI��6*���VJCMTCVMWOPMWX���:IV]
1EPMGMSYW��6IJIVIRGI�WIX�

7)0)'8�HIWXMREXMSRMT�%7��(IWXMREXMSR�-4���'SYRX��
�%7��'SYRX��JVSQ�IZIRXW�[LIVI��
VIJIVIRGIWIXGSRXEMRW��6*���VJCMTCVMWOPMWX���:IV]�1EPMGMSYW����HIWXMREXMSRMT�

�+6394�&=
HIWXMREXMSRMT�SVHIV�F]��'SYRX��0%78�����,3967

8LMW�VIXYVRW�EPP�(IWXMREXMSR�-4�W�XLEX�LEZI�FIIR�QEXGLIH�EKEMRWX�XLI��6*���VJCMTCVMWOPMWX���:IV]
1EPMGMSYW��6IJIVIRGI�WIX�

,QWHOOLJHQFH�&DUGV�LQ�45DGDU
,QWHOOLJHQFH�&DUGV�DOORZ�\RX�WR�TXLFNO\�VHH�D�YDULHW\�RI�LQIRUPDWLRQ�DERXW�D�JLYHQ�,3��GRPDLQ�
KDVK��85/�RU�YXOQHUDELOLW\�ZLWKLQ�5HFRUGHG�)XWXUH��5HODWHG�HQWLWLHV�VXFK�DV�PDOZDUH�DQG��RWKHU
,3V��GRPDLQV�DQG�KDVKHV�DUH�VKRZQ��DV�ZHOO�DV�ZKHQ�WKH�HQWLW\�ZDV�ILUVW�DQG�ODVW��VHHQ�
,QWHOOLJHQFH�&DUGV�FDQ�EH�YLHZHG�GLUHFWO\�ZLWKLQ�45DGDU���7R�JHW�,QWHOOLJHQFH�FDUG�IRU�DQ�HQWLW\�

��



�� &OLFN�WKH�³5HFRGHG�)XWXUH´�WDE��7KH�5HFRUHGHG�)XWXUH�HQULFKPHQW�SDJH�ZLOO�RSHQ

�� 6HOHFW�HQWLW\�W\SH�IURP�WKH�GURSGRZQ�RQ�WKH�OHIW�
�� (QWHU�DQ�HQWLW\�WR�VHDUFK�GDWD�IRU��,3�DGGUHVV��GRPDLQ�QDPH�HWF��
�� &OLFN�WKH�³6HDUFK´�EXWWRQ���,I�HQWLW\�LV�NQRZQ�WR�WKH�5HFRUGHG�)XWXUH�WKH�LQWHOOLJHQFH�FDUG

ZLOO�EH�VKRZQ�

5HFRUGHG�)XWXUH�$OHUWV�7DE
5HFRUGHG�)XWXUH�$OHUWV�FDQ�QRZ�EH�EURXJKW�LQWR�45DGDU�DV�RI�Y�������7KLV�IXQFWLRQDOLW\�LV
OLPLWHG�WR�YLHZLQJ�5HFRUGHG�)XWXUH�DOHUWV�GHWDLOV�LQVLGH�RI�45DGDU��$OO�DOHUWV�WKDW�DUH�FRQILJXUHG
IRU�D�FOLHQW¶V�5HFRGHG�)XWXUH�HQWHUSULVH�ZLOO�EHFRPH�DYDLODEOH�LQ�WKH�5HFRUGHG�)XWXUH�IRU
45DGDU�$SS�RQFH�WKH�DSS�LV�VHW�XS��2QFH�LQ�WKH�µ5HFRUGHG�)XWXUH�$OHUWV¶�WDE��HQG�XVHUV�FDQ
VHOHFW�ZKLFK�DOHUW�W\SH�WKH\�ZRXOG�OLNH�WR�YLHZ�LQ�45DGDU�XVLQJ�WKH�DOHUW�GURS�GRZQ�PHQX��8VHUV
FDQ�SLYRW�IURP�45DGDU�WR�WKH�5HFRUGHG�)XWXUH�SRUWDO�WR�EHJLQ�WULDJLQJ�WKH�5HFRUGHG�)XWXUH
DOHUW�

&OLFN�WKH�µ5HFRUGHG�)XWXUH�$OHUWV¶�7DE

��

MICHAEL  DIBELLA



6HOHFW�WKH�DOHUW�W\SH�WR�YLHZ�DOO�UHOHYDQW�DOHUWV

6HOHFW�VSHFLILF�DOHUW�IURP�WKH�OLVW�RQ�WKH�OHIW�SDQHO�WR�YLHZ�WKH�GHWDLOV�RI�WKH�DOHUW�RQ�WKH�ULJKW

8VH�WKH�µ2SHQ�$OHUW�LQ�5HFRUGHG�)XWXUH�3RUWDO¶�EXWWRQ�WR�SLYRW�DQG�YLHZ�WKH�IXOO�GHWDLOV�RI�WKH�DOHUW

/RJJLQJ�	�7URXEOHVKRRWLQJ

��



3OHDVH�UHIHU�WR�WKH�IROORZLQJ�85/�IRU�LQVWUXFWLRQV�RQ�KRZ�WR�GRZQORDG�45DGDU�$SSOLFDWLRQ�ORJV�
KWWSV���ZZZ�VHFXULW\OHDUQLQJDFDGHP\�FRP�FRXUVH�YLHZ�SKS"LG ����

��
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$SSHQGL[
$SSHQGL[�� ��5HFRUGHG�)XWXUH�UHIHUHQFH�VHW�QDPH�FKDQJHV� &KDQJHV�WR�WKH�5HFRUGHG�)XWXUH
UHIHUHQFH�VHW�ZHUH�FKDQJHG�LQ�WKH�5HFRUGHG�)XWXUH�IRU�45DGDU�Y����UHOHDVH��6HH�EHORZ�IRU�WKH
QHZ�UHIHUHQFH�VHW�QDPH�PDSSLQJV

2OG�IRUPDW�±�³5)�±�(17,7<7<3(�±�5,6.58/(´ 1HZ�IRUPDW�±�³5)�±�)86,21),/(1$0(�±�5,6.58/(´

5)���'RPDLQ���$FWLYH�3KLVKLQJ�85/ 5)���UIBGRPDLQBULVNOLVW���$FWLYH�3KLVKLQJ�85/

5)���'RPDLQ���&RPSURPLVHG�85/ 5)���UIBGRPDLQBULVNOLVW���&RPSURPLVHG�85/

5)���'RPDLQ���+LVWRULFDO�&	&�'16�1DPH 5)���UIBGRPDLQBULVNOLVW���+LVWRULFDO�&	&�'16�1DPH

5)���'RPDLQ���+LVWRULFDO�&29,'����5HODWHG�'RPDLQ�/XUH
5)���UIBGRPDLQBULVNOLVW���+LVWRULFDO�&29,'����5HODWHG�'RPDLQ
/XUH

5)���'RPDLQ���+LVWRULFDO�0DOZDUH�$QDO\VLV�'16�1DPH
5)���UIBGRPDLQBULVNOLVW���+LVWRULFDO�0DOZDUH�$QDO\VLV�'16
1DPH

5)���'RPDLQ���+LVWRULFDO�3KLVKLQJ�/XUH 5)���UIBGRPDLQBULVNOLVW���+LVWRULFDO�3KLVKLQJ�/XUH

5)���'RPDLQ���+LVWRULFDO�3XQ\FRGH�'RPDLQ 5)���UIBGRPDLQBULVNOLVW���+LVWRULFDO�3XQ\FRGH�'RPDLQ

5)���'RPDLQ���+LVWRULFDO�7KUHDW�5HVHDUFKHU 5)���UIBGRPDLQBULVNOLVW���+LVWRULFDO�7KUHDW�5HVHDUFKHU

5)���'RPDLQ���+LVWRULFDO�7\SRVTXDW�6LPLODULW\���'16�6DQGZLFK
5)���UIBGRPDLQBULVNOLVW���+LVWRULFDO�7\SRVTXDW�6LPLODULW\���'16
6DQGZLFK

5)���'RPDLQ���+LVWRULFDO�7\SRVTXDW�6LPLODULW\���7\SR�RU�+RPRJUDSK
5)���UIBGRPDLQBULVNOLVW���+LVWRULFDO�7\SRVTXDW�6LPLODULW\���7\SR
RU�+RPRJUDSK

5)���'RPDLQ���+LVWRULFDOO\�$FWLYH�:HDSRQL]HG�'RPDLQ
5)���UIBGRPDLQBULVNOLVW���+LVWRULFDOO\�$FWLYH�:HDSRQL]HG
'RPDLQ

5)���'RPDLQ���+LVWRULFDOO\�'HWHFWHG�0DOZDUH�2SHUDWLRQ
5)���UIBGRPDLQBULVNOLVW���+LVWRULFDOO\�'HWHFWHG�0DOZDUH
2SHUDWLRQ

5)���'RPDLQ���+LVWRULFDOO\�'HWHFWHG�3KLVKLQJ�7HFKQLTXHV
5)���UIBGRPDLQBULVNOLVW���+LVWRULFDOO\�'HWHFWHG�3KLVKLQJ
7HFKQLTXHV

5)���'RPDLQ���+LVWRULFDOO\�/LQNHG�WR�&\EHU�$WWDFN 5)���UIBGRPDLQBULVNOLVW���+LVWRULFDOO\�/LQNHG�WR�&\EHU�$WWDFN

5)���'RPDLQ���+LVWRULFDOO\�5HIHUHQFHG�E\�,QVLNW�*URXS
5)���UIBGRPDLQBULVNOLVW���+LVWRULFDOO\�5HIHUHQFHG�E\�,QVLNW
*URXS

5)���'RPDLQ���+LVWRULFDOO\�5HSRUWHG�DV�D�'HIDQJHG�'16�1DPH
5)���UIBGRPDLQBULVNOLVW���+LVWRULFDOO\�5HSRUWHG�DV�D�'HIDQJHG
'16�1DPH

5)���'RPDLQ���+LVWRULFDOO\�5HSRUWHG�E\�'+6�$,6 5)���UIBGRPDLQBULVNOLVW���+LVWRULFDOO\�5HSRUWHG�E\�'+6�$,6

5)���'RPDLQ���+LVWRULFDOO\�5HSRUWHG�E\�,QVLNW�*URXS 5)���UIBGRPDLQBULVNOLVW���+LVWRULFDOO\�5HSRUWHG�E\�,QVLNW�*URXS

5)���'RPDLQ���+LVWRULFDOO\�5HSRUWHG�)UDXGXOHQW�&RQWHQW
5)���UIBGRPDLQBULVNOLVW���+LVWRULFDOO\�5HSRUWHG�)UDXGXOHQW
&RQWHQW

5)���'RPDLQ���+LVWRULFDOO\�5HSRUWHG�LQ�7KUHDW�/LVW 5)���UIBGRPDLQBULVNOLVW���+LVWRULFDOO\�5HSRUWHG�LQ�7KUHDW�/LVW

5)���'RPDLQ���+LVWRULFDOO\�5HSRUWHG�6SDP�RU�8QZDQWHG�&RQWHQW
5)���UIBGRPDLQBULVNOLVW���+LVWRULFDOO\�5HSRUWHG�6SDP�RU
8QZDQWHG�&RQWHQW

5)���'RPDLQ���0DOLFLRXV 5)���UIBGRPDLQBULVNOLVW���0DOLFLRXV

5)���'RPDLQ���1HZO\�5HJLVWHUHG�&HUWLILFDWH�:LWK�3RWHQWLDO�IRU
$EXVH���'16�6DQGZLFK

5)���UIBGRPDLQBULVNOLVW���1HZO\�5HJLVWHUHG�&HUWLILFDWH�:LWK
3RWHQWLDO�IRU�$EXVH���'16�6DQGZLFK

��



5)���'RPDLQ���1HZO\�5HJLVWHUHG�&HUWLILFDWH�:LWK�3RWHQWLDO�IRU
$EXVH���7\SR�RU�+RPRJUDSK

5)���UIBGRPDLQBULVNOLVW���1HZO\�5HJLVWHUHG�&HUWLILFDWH�:LWK
3RWHQWLDO�IRU�$EXVH���7\SR�RU�+RPRJUDSK

5)���'RPDLQ���5HFHQW�&	&�'16�1DPH 5)���UIBGRPDLQBULVNOLVW���5HFHQW�&	&�'16�1DPH

5)���'RPDLQ���5HFHQW�&29,'����5HODWHG�'RPDLQ�/XUH��0DOLFLRXV
5)���UIBGRPDLQBULVNOLVW���5HFHQW�&29,'����5HODWHG�'RPDLQ
/XUH��0DOLFLRXV

5)���'RPDLQ���5HFHQW�)DVW�)OX[�'16�1DPH 5)���UIBGRPDLQBULVNOLVW���5HFHQW�)DVW�)OX[�'16�1DPH

5)���'RPDLQ���5HFHQW�3KLVKLQJ�/XUH��0DOLFLRXV 5)���UIBGRPDLQBULVNOLVW���5HFHQW�3KLVKLQJ�/XUH��0DOLFLRXV

5)���'RPDLQ���5HFHQW�3KLVKLQJ�/XUH��6XVSLFLRXV 5)���UIBGRPDLQBULVNOLVW���5HFHQW�3KLVKLQJ�/XUH��6XVSLFLRXV

5)���'RPDLQ���5HFHQW�3XQ\FRGH�'RPDLQ 5)���UIBGRPDLQBULVNOLVW���5HFHQW�3XQ\FRGH�'RPDLQ

5)���'RPDLQ���5HFHQW�7KUHDW�5HVHDUFKHU 5)���UIBGRPDLQBULVNOLVW���5HFHQW�7KUHDW�5HVHDUFKHU

5)���'RPDLQ���5HFHQW�7\SRVTXDW�6LPLODULW\���'16�6DQGZLFK
5)���UIBGRPDLQBULVNOLVW���5HFHQW�7\SRVTXDW�6LPLODULW\���'16
6DQGZLFK

5)���'RPDLQ���5HFHQW�7\SRVTXDW�6LPLODULW\���7\SR�RU�+RPRJUDSK
5)���UIBGRPDLQBULVNOLVW���5HFHQW�7\SRVTXDW�6LPLODULW\���7\SR�RU
+RPRJUDSK

5)���'RPDLQ���5HFHQWO\�$FWLYH�:HDSRQL]HG�'RPDLQ 5)���UIBGRPDLQBULVNOLVW���5HFHQWO\�$FWLYH�:HDSRQL]HG�'RPDLQ

5)���'RPDLQ���5HFHQWO\�'HWHFWHG�0DOZDUH�2SHUDWLRQ
5)���UIBGRPDLQBULVNOLVW���5HFHQWO\�'HWHFWHG�0DOZDUH
2SHUDWLRQ

5)���'RPDLQ���5HFHQWO\�'HWHFWHG�3KLVKLQJ�7HFKQLTXHV
5)���UIBGRPDLQBULVNOLVW���5HFHQWO\�'HWHFWHG�&U\SWRFXUUHQF\
0LQLQJ�7HFKQLTXHV

5)���'RPDLQ���5HFHQWO\�/LQNHG�WR�&\EHU�$WWDFN 5)���UIBGRPDLQBULVNOLVW���5HFHQWO\�/LQNHG�WR�&\EHU�$WWDFN

5)���'RPDLQ���5HFHQWO\�5HIHUHQFHG�E\�,QVLNW�*URXS 5)���UIBGRPDLQBULVNOLVW���5HFHQWO\�5HIHUHQFHG�E\�,QVLNW�*URXS

5)���'RPDLQ���5HFHQWO\�5HSRUWHG�DV�D�'HIDQJHG�'16�1DPH
5)���UIBGRPDLQBULVNOLVW���5HFHQWO\�5HSRUWHG�DV�D�'HIDQJHG
'16�1DPH

5)���'RPDLQ���5HFHQWO\�5HSRUWHG�E\�,QVLNW�*URXS 5)���UIBGRPDLQBULVNOLVW���5HFHQWO\�5HSRUWHG�E\�,QVLNW�*URXS

5)���'RPDLQ���5HFHQWO\�5HSRUWHG�)UDXGXOHQW�&RQWHQW
5)���UIBGRPDLQBULVNOLVW���5HFHQWO\�5HSRUWHG�)UDXGXOHQW
&RQWHQW

5)���'RPDLQ���5HFHQWO\�5HSRUWHG�6SDP�RU�8QZDQWHG�&RQWHQW
5)���UIBGRPDLQBULVNOLVW���5HFHQWO\�5HSRUWHG�6SDP�RU
8QZDQWHG�&RQWHQW

5)���'RPDLQ���5HFHQWO\�5HVROYHG�WR�+RVW�RI�0DQ\�''16�1DPHV
5)���UIBGRPDLQBULVNOLVW���5HFHQWO\�5HVROYHG�WR�+RVW�RI�0DQ\
''16�1DPHV

5)���'RPDLQ���5HFHQWO\�5HVROYHG�WR�0DOLFLRXV�,3 5)���UIBGRPDLQBULVNOLVW���5HFHQWO\�5HVROYHG�WR�0DOLFLRXV�,3

5)���'RPDLQ���5HFHQWO\�5HVROYHG�WR�6XVSLFLRXV�,3 5)���UIBGRPDLQBULVNOLVW���5HFHQWO\�5HVROYHG�WR�6XVSLFLRXV�,3

5)���'RPDLQ���5HFHQWO\�5HVROYHG�WR�8QXVXDO�,3 5)���UIBGRPDLQBULVNOLVW���5HFHQWO\�5HVROYHG�WR�8QXVXDO�,3

5)���'RPDLQ���5HFHQWO\�5HVROYHG�WR�9HU\�0DOLFLRXV�,3
5)���UIBGRPDLQBULVNOLVW���5HFHQWO\�5HVROYHG�WR�9HU\�0DOLFLRXV
,3

5)���'RPDLQ���5HFRUGHG�)XWXUH�3UHGLFWLYH�5LVN�0RGHO
5)���UIBGRPDLQBULVNOLVW���5HFRUGHG�)XWXUH�3UHGLFWLYH�5LVN
0RGHO

5)���'RPDLQ���6FRUH 5)���UIBGRPDLQBULVNOLVW���6FRUH

5)���'RPDLQ���7UHQGLQJ�LQ�5HFRUGHG�)XWXUH�$QDO\VW�&RPPXQLW\
5)���UIBGRPDLQBULVNOLVW���7UHQGLQJ�LQ�5HFRUGHG�)XWXUH�$QDO\VW
&RPPXQLW\

5)���'RPDLQ���9HU\�0DOLFLRXV 5)���UIBGRPDLQBULVNOLVW���9HU\�0DOLFLRXV

5)���+DVK���+LVWRULFDOO\�5HSRUWHG�LQ�7KUHDW�/LVW 5)���UIBKDVKBULVNOLVW���+LVWRULFDOO\�5HSRUWHG�LQ�7KUHDW�/LVW

5)���+DVK���/LQNHG�WR�$WWDFN�9HFWRU 5)���UIBKDVKBULVNOLVW���/LQNHG�WR�$WWDFN�9HFWRU

��



5)���+DVK���/LQNHG�WR�&\EHU�$WWDFN 5)���UIBKDVKBULVNOLVW���/LQNHG�WR�&\EHU�$WWDFN

5)���+DVK���/LQNHG�WR�0DOZDUH 5)���UIBKDVKBULVNOLVW���/LQNHG�WR�0DOZDUH

5)���+DVK���/LQNHG�WR�9XOQHUDELOLW\ 5)���UIBKDVKBULVNOLVW���/LQNHG�WR�9XOQHUDELOLW\

5)���+DVK���0DOLFLRXV 5)���UIBKDVKBULVNOLVW���0DOLFLRXV

5)���+DVK���3RVLWLYH�0DOZDUH�9HUGLFW 5)���UIBKDVKBULVNOLVW���3RVLWLYH�0DOZDUH�9HUGLFW

5)���+DVK���5HFHQWO\�$FWLYH�7DUJHWLQJ�9XOQHUDELOLWLHV�LQ�WKH�:LOG
5)���UIBKDVKBULVNOLVW���5HFHQWO\�$FWLYH�7DUJHWLQJ�9XOQHUDELOLWLHV
LQ�WKH�:LOG

5)���+DVK���5HIHUHQFHG�E\�,QVLNW�*URXS 5)���UIBKDVKBULVNOLVW���5HIHUHQFHG�E\�,QVLNW�*URXS

5)���+DVK���5HSRUWHG�E\�'+6�$,6 5)���UIBKDVKBULVNOLVW���5HSRUWHG�E\�'+6�$,6

5)���+DVK���5HSRUWHG�E\�,QVLNW�*URXS 5)���UIBKDVKBULVNOLVW���5HSRUWHG�E\�,QVLNW�*URXS

5)���+DVK���6FRUH 5)���UIBKDVKBULVNOLVW���6FRUH

5)���+DVK���7KUHDW�5HVHDUFKHU 5)���UIBKDVKBULVNOLVW���7KUHDW�5HVHDUFKHU

5)���+DVK���7UHQGLQJ�LQ�5HFRUGHG�)XWXUH�$QDO\VW�&RPPXQLW\
5)���UIBKDVKBULVNOLVW���7UHQGLQJ�LQ�5HFRUGHG�)XWXUH�$QDO\VW
&RPPXQLW\

5)���+DVK���9HU\�0DOLFLRXV 5)���UIBKDVKBULVNOLVW���9HU\�0DOLFLRXV

5)���,S���$FWLYHO\�&RPPXQLFDWLQJ�&	&�6HUYHU 5)���UIBLSBULVNOLVW���$FWLYHO\�&RPPXQLFDWLQJ�&	&�6HUYHU

5)���,S���&XUUHQW�&	&�6HUYHU 5)���UIBLSBULVNOLVW���&XUUHQW�&	&�6HUYHU

5)���,S���+LVWRULFDO�%DG�66/�$VVRFLDWLRQ 5)���UIBLSBULVNOLVW���+LVWRULFDO�%DG�66/�$VVRFLDWLRQ

5)���,S���+LVWRULFDO�%RWQHW�7UDIILF 5)���UIBLSBULVNOLVW���+LVWRULFDO�%RWQHW�7UDIILF

5)���,S���+LVWRULFDO�&	&�6HUYHU 5)���UIBLSBULVNOLVW���+LVWRULFDO�&	&�6HUYHU

5)���,S���+LVWRULFDO�+RQH\SRW�6LJKWLQJ 5)���UIBLSBULVNOLVW���+LVWRULFDO�+RQH\SRW�6LJKWLQJ

5)���,S���+LVWRULFDO�0XOWLFDWHJRU\�%ORFNOLVW 5)���UIBLSBULVNOLVW���+LVWRULFDO�0XOWLFDWHJRU\�%ODFNOLVW

5)���,S���+LVWRULFDO�2SHQ�3UR[LHV 5)���UIBLSBULVNOLVW���+LVWRULFDO�2SHQ�3UR[LHV

5)���,S���+LVWRULFDO�3RVLWLYH�0DOZDUH�9HUGLFW 5)���UIBLSBULVNOLVW���+LVWRULFDO�3RVLWLYH�0DOZDUH�9HUGLFW

5)���,S���+LVWRULFDO�6SDP�6RXUFH 5)���UIBLSBULVNOLVW���+LVWRULFDO�6SDP�6RXUFH

5)���,S���+LVWRULFDO�66+�'LFWLRQDU\�$WWDFNHU 5)���UIBLSBULVNOLVW���+LVWRULFDO�66+�'LFWLRQDU\�$WWDFNHU

5)���,S���+LVWRULFDO�7KUHDW�5HVHDUFKHU 5)���UIBLSBULVNOLVW���+LVWRULFDO�7KUHDW�5HVHDUFKHU

5)���,S���+LVWRULFDOO\�/LQNHG�WR�$37 5)���UIBLSBULVNOLVW���+LVWRULFDOO\�/LQNHG�WR�$37

5)���,S���+LVWRULFDOO\�/LQNHG�WR�&\EHU�$WWDFN 5)���UIBLSBULVNOLVW���+LVWRULFDOO\�/LQNHG�WR�&\EHU�$WWDFN

5)���,S���+LVWRULFDOO\�/LQNHG�WR�,QWUXVLRQ�0HWKRG 5)���UIBLSBULVNOLVW���+LVWRULFDOO\�/LQNHG�WR�,QWUXVLRQ�0HWKRG

5)���,S���+LVWRULFDOO\�5HIHUHQFHG�E\�,QVLNW�*URXS 5)���UIBLSBULVNOLVW���+LVWRULFDOO\�5HIHUHQFHG�E\�,QVLNW�*URXS

5)���,S���+LVWRULFDOO\�5HSRUWHG�DV�D�'HIDQJHG�,3 5)���UIBLSBULVNOLVW���+LVWRULFDOO\�5HSRUWHG�DV�D�'HIDQJHG�,3

5)���,S���+LVWRULFDOO\�5HSRUWHG�E\�'+6�$,6 5)���UIBLSBULVNOLVW���+LVWRULFDOO\�5HSRUWHG�E\�'+6�$,6

5)���,S���+LVWRULFDOO\�5HSRUWHG�E\�,QVLNW�*URXS 5)���UIBLSBULVNOLVW���+LVWRULFDOO\�5HSRUWHG�E\�,QVLNW�*URXS

5)���,S���+LVWRULFDOO\�5HSRUWHG�LQ�7KUHDW�/LVW 5)���UIBLSBULVNOLVW���+LVWRULFDOO\�5HSRUWHG�LQ�7KUHDW�/LVW

5)���,S���+RQH\SRW�+RVW 5)���UIBLSBULVNOLVW���+RQH\SRW�+RVW

5)���,S���0DOLFLRXV 5)���UIBLSBULVNOLVW���0DOLFLRXV

5)���,S���0DOLFLRXV�3DFNHW�6RXUFH 5)���UIBLSBULVNOLVW���0DOLFLRXV�3DFNHW�6RXUFH

5)���,S���3KLVKLQJ�+RVW 5)���UIBLSBULVNOLVW���3KLVKLQJ�+RVW
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5)���,S���5HFHQW�%RWQHW�7UDIILF 5)���UIBLSBULVNOLVW���5HFHQW�%RWQHW�7UDIILF

5)���,S���5HFHQW�&	&�6HUYHU 5)���UIBLSBULVNOLVW���5HFHQW�&	&�6HUYHU

5)���,S���5HFHQW�+RQH\SRW�6LJKWLQJ 5)���UIBLSBULVNOLVW���5HFHQW�+RQH\SRW�6LJKWLQJ

5)���,S���5HFHQW�+RVW�RI�0DQ\�''16�1DPHV 5)���UIBLSBULVNOLVW���5HFHQW�+RVW�RI�0DQ\�''16�1DPHV

5)���,S���5HFHQW�0XOWLFDWHJRU\�%ORFNOLVW 5)���UIBLSBULVNOLVW���5HFHQW�0XOWLFDWHJRU\�%ODFNOLVW

5)���,S���5HFHQW�2SHQ�3UR[LHV 5)���UIBLSBULVNOLVW���5HFHQW�2SHQ�3UR[LHV

5)���,S���5HFHQW�3RVLWLYH�0DOZDUH�9HUGLFW 5)���UIBLSBULVNOLVW���5HFHQW�3RVLWLYH�0DOZDUH�9HUGLFW

5)���,S���5HFHQW�66+�'LFWLRQDU\�$WWDFNHU 5)���UIBLSBULVNOLVW���5HFHQW�66+�'LFWLRQDU\�$WWDFNHU

5)���,S���5HFHQW�7KUHDW�5HVHDUFKHU 5)���UIBLSBULVNOLVW���5HFHQW�7KUHDW�5HVHDUFKHU

5)���,S���5HFHQWO\�$FWLYH�&	&�6HUYHU 5)���UIBLSBULVNOLVW���5HFHQWO\�$FWLYH�&	&�6HUYHU

5)���,S���5HFHQWO\�/LQNHG�WR�$37 5)���UIBLSBULVNOLVW���5HFHQWO\�/LQNHG�WR�$37

5)���,S���5HFHQWO\�/LQNHG�WR�,QWUXVLRQ�0HWKRG 5)���UIBLSBULVNOLVW���5HFHQWO\�/LQNHG�WR�,QWUXVLRQ�0HWKRG

5)���,S���5HFHQWO\�5HIHUHQFHG�E\�,QVLNW�*URXS 5)���UIBLSBULVNOLVW���5HFHQWO\�5HIHUHQFHG�E\�,QVLNW�*URXS

5)���,S���5HFHQWO\�5HSRUWHG�DV�D�'HIDQJHG�,3 5)���UIBLSBULVNOLVW���5HFHQWO\�5HSRUWHG�DV�D�'HIDQJHG�,3

5)���,S���5HFHQWO\�5HSRUWHG�E\�,QVLNW�*URXS 5)���UIBLSBULVNOLVW���5HFHQWO\�5HSRUWHG�E\�,QVLNW�*URXS

5)���,S���5HFHQWO\�7UDQVIHUULQJ�'DWD�WR�&	&�6HUYHU 5)���UIBLSBULVNOLVW���5HFHQWO\�7UDQVIHUULQJ�'DWD�WR�&	&�6HUYHU

5)���,S���5HVROXWLRQ�RI�)DVW�)OX[�'16�1DPH 5)���UIBLSBULVNOLVW���5HVROXWLRQ�RI�)DVW�)OX[�'16�1DPH

5)���,S���6FRUH 5)���UIBLSBULVNOLVW���6FRUH

5)���,S���7RU�1RGH 5)���UIBLSBULVNOLVW���7RU�1RGH

5)���,S���7UHQGLQJ�LQ�5HFRUGHG�)XWXUH�$QDO\VW�&RPPXQLW\
5)���UIBLSBULVNOLVW���7UHQGLQJ�LQ�5HFRUGHG�)XWXUH�$QDO\VW
&RPPXQLW\

5)���,S���8QXVXDO�,3 5)���UIBLSBULVNOLVW���8QXVXDO�,3

5)���,S���9HU\�0DOLFLRXV 5)���UIBLSBULVNOLVW���9HU\�0DOLFLRXV

5)���,S���9XOQHUDEOH�+RVW 5)���UIBLSBULVNOLVW���9XOQHUDEOH�+RVW

5)���9XOQHUDELOLW\���&\EHU�([SORLW�6LJQDO��&ULWLFDO 5)���UIBYXOQHUDELOLW\BULVNOLVW���&\EHU�([SORLW�6LJQDO��&ULWLFDO

5)���9XOQHUDELOLW\���&\EHU�([SORLW�6LJQDO��,PSRUWDQW 5)���UIBYXOQHUDELOLW\BULVNOLVW���&\EHU�([SORLW�6LJQDO��,PSRUWDQW

5)���9XOQHUDELOLW\���&\EHU�([SORLW�6LJQDO��0HGLXP 5)���UIBYXOQHUDELOLW\BULVNOLVW���&\EHU�([SORLW�6LJQDO��0HGLXP

5)���9XOQHUDELOLW\���([SORLWHG�LQ�WKH�:LOG�E\�0DOZDUH 5)���UIBYXOQHUDELOLW\BULVNOLVW���([SORLWHG�LQ�WKH�:LOG�E\�0DOZDUH

5)���9XOQHUDELOLW\���([SORLWHG�LQ�WKH�:LOG�E\�5HFHQWO\�$FWLYH
0DOZDUH

5)���UIBYXOQHUDELOLW\BULVNOLVW���([SORLWHG�LQ�WKH�:LOG�E\�5HFHQWO\
$FWLYH�0DOZDUH

5)���9XOQHUDELOLW\���+LVWRULFDO�8QYHULILHG�3URRI�RI�&RQFHSW�$YDLODEOH
5)���UIBYXOQHUDELOLW\BULVNOLVW���+LVWRULFDO�8QYHULILHG�3URRI�RI
&RQFHSW�$YDLODEOH

5)���9XOQHUDELOLW\���+LVWRULFDO�9HULILHG�3URRI�RI�&RQFHSW�$YDLODEOH
5)���UIBYXOQHUDELOLW\BULVNOLVW���+LVWRULFDO�9HULILHG�3URRI�RI
&RQFHSW�$YDLODEOH

5)���9XOQHUDELOLW\���+LVWRULFDO�9HULILHG�3URRI�RI�&RQFHSW�$YDLODEOH
8VLQJ�5HPRWH�([HFXWLRQ

5)���UIBYXOQHUDELOLW\BULVNOLVW���+LVWRULFDO�9HULILHG�3URRI�RI
&RQFHSW�$YDLODEOH�8VLQJ�5HPRWH�([HFXWLRQ

5)���9XOQHUDELOLW\���+LVWRULFDOO\�([SORLWHG�LQ�WKH�:LOG�E\�0DOZDUH
5)���UIBYXOQHUDELOLW\BULVNOLVW���+LVWRULFDOO\�([SORLWHG�LQ�WKH�:LOG
E\�0DOZDUH

5)���9XOQHUDELOLW\���+LVWRULFDOO\�/LQNHG�WR�([SORLW�.LW 5)���UIBYXOQHUDELOLW\BULVNOLVW���+LVWRULFDOO\�/LQNHG�WR�([SORLW�.LW

5)���9XOQHUDELOLW\���+LVWRULFDOO\�/LQNHG�WR�0DOZDUH 5)���UIBYXOQHUDELOLW\BULVNOLVW���+LVWRULFDOO\�/LQNHG�WR�0DOZDUH

5)���9XOQHUDELOLW\���+LVWRULFDOO\�/LQNHG�WR�3HQHWUDWLRQ�7HVWLQJ�7RROV 5)���UIBYXOQHUDELOLW\BULVNOLVW���+LVWRULFDOO\�/LQNHG�WR�3HQHWUDWLRQ

��



7HVWLQJ�7RROV

5)���9XOQHUDELOLW\���+LVWRULFDOO\�/LQNHG�WR�5DQVRPZDUH
5)���UIBYXOQHUDELOLW\BULVNOLVW���+LVWRULFDOO\�/LQNHG�WR
5DQVRPZDUH

5)���9XOQHUDELOLW\���+LVWRULFDOO\�/LQNHG�WR�5HPRWH�$FFHVV�7URMDQ
5)���UIBYXOQHUDELOLW\BULVNOLVW���+LVWRULFDOO\�/LQNHG�WR�5HPRWH
$FFHVV�7URMDQ

5)���9XOQHUDELOLW\���+LVWRULFDOO\�5HIHUHQFHG�E\�,QVLNW�*URXS
5)���UIBYXOQHUDELOLW\BULVNOLVW���+LVWRULFDOO\�5HIHUHQFHG�E\�,QVLNW
*URXS

5)���9XOQHUDELOLW\���+LVWRULFDOO\�5HSRUWHG�E\�,QVLNW�*URXS
5)���UIBYXOQHUDELOLW\BULVNOLVW���+LVWRULFDOO\�5HSRUWHG�E\�,QVLNW
*URXS

5)���9XOQHUDELOLW\���/LQNHG�WR�+LVWRULFDO�&\EHU�([SORLW 5)���UIBYXOQHUDELOLW\BULVNOLVW���/LQNHG�WR�+LVWRULFDO�&\EHU�([SORLW

5)���9XOQHUDELOLW\���/LQNHG�WR�5HFHQW�&\EHU�([SORLW 5)���UIBYXOQHUDELOLW\BULVNOLVW���/LQNHG�WR�5HFHQW�&\EHU�([SORLW

5)���9XOQHUDELOLW\���0DOLFLRXV 5)���UIBYXOQHUDELOLW\BULVNOLVW���0DOLFLRXV

5)���9XOQHUDELOLW\���1,67�6HYHULW\��&ULWLFDO 5)���UIBYXOQHUDELOLW\BULVNOLVW���1,67�6HYHULW\��&ULWLFDO

5)���9XOQHUDELOLW\���1,67�6HYHULW\��+LJK 5)���UIBYXOQHUDELOLW\BULVNOLVW���1,67�6HYHULW\��+LJK

5)���9XOQHUDELOLW\���1,67�6HYHULW\��/RZ 5)���UIBYXOQHUDELOLW\BULVNOLVW���1,67�6HYHULW\��/RZ

5)���9XOQHUDELOLW\���1,67�6HYHULW\��0HGLXP 5)���UIBYXOQHUDELOLW\BULVNOLVW���1,67�6HYHULW\��0HGLXP

5)���9XOQHUDELOLW\���5HFHQW�8QYHULILHG�3URRI�RI�&RQFHSW�$YDLODEOH
5)���UIBYXOQHUDELOLW\BULVNOLVW���5HFHQW�8QYHULILHG�3URRI�RI
&RQFHSW�$YDLODEOH

5)���9XOQHUDELOLW\���5HFHQW�9HULILHG�3URRI�RI�&RQFHSW�$YDLODEOH
8VLQJ�5HPRWH�([HFXWLRQ

5)���UIBYXOQHUDELOLW\BULVNOLVW���5HFHQW�9HULILHG�3URRI�RI�&RQFHSW
$YDLODEOH�8VLQJ�5HPRWH�([HFXWLRQ

5)���9XOQHUDELOLW\���5HFHQWO\�/LQNHG�WR�([SORLW�.LW 5)���UIBYXOQHUDELOLW\BULVNOLVW���5HFHQWO\�/LQNHG�WR�([SORLW�.LW

5)���9XOQHUDELOLW\���5HFHQWO\�/LQNHG�WR�0DOZDUH 5)���UIBYXOQHUDELOLW\BULVNOLVW���5HFHQWO\�/LQNHG�WR�0DOZDUH

5)���9XOQHUDELOLW\���5HFHQWO\�/LQNHG�WR�3HQHWUDWLRQ�7HVWLQJ�7RROV
5)���UIBYXOQHUDELOLW\BULVNOLVW���5HFHQWO\�/LQNHG�WR�3HQHWUDWLRQ
7HVWLQJ�7RROV

5)���9XOQHUDELOLW\���5HFHQWO\�/LQNHG�WR�5DQVRPZDUH 5)���UIBYXOQHUDELOLW\BULVNOLVW���5HFHQWO\�/LQNHG�WR�5DQVRPZDUH

5)���9XOQHUDELOLW\���5HFHQWO\�/LQNHG�WR�5HPRWH�$FFHVV�7URMDQ
5)���UIBYXOQHUDELOLW\BULVNOLVW���5HFHQWO\�/LQNHG�WR�5HPRWH
$FFHVV�7URMDQ

5)���9XOQHUDELOLW\���5HFHQWO\�5HIHUHQFHG�E\�,QVLNW�*URXS
5)���UIBYXOQHUDELOLW\BULVNOLVW���5HFHQWO\�5HIHUHQFHG�E\�,QVLNW
*URXS

5)���9XOQHUDELOLW\���5HFHQWO\�5HSRUWHG�E\�,QVLNW�*URXS
5)���UIBYXOQHUDELOLW\BULVNOLVW���5HFHQWO\�5HSRUWHG�E\�,QVLNW
*URXS

5)���9XOQHUDELOLW\���6FRUH 5)���UIBYXOQHUDELOLW\BULVNOLVW���6FRUH

5)���9XOQHUDELOLW\���9HQGRU�6HYHULW\��&ULWLFDO 5)���UIBYXOQHUDELOLW\BULVNOLVW���9HQGRU�6HYHULW\��&ULWLFDO

5)���9XOQHUDELOLW\���9HQGRU�6HYHULW\��+LJK 5)���UIBYXOQHUDELOLW\BULVNOLVW���9HQGRU�6HYHULW\��+LJK

5)���9XOQHUDELOLW\���9HQGRU�6HYHULW\��/RZ 5)���UIBYXOQHUDELOLW\BULVNOLVW���9HQGRU�6HYHULW\��/RZ

5)���9XOQHUDELOLW\���9HQGRU�6HYHULW\��0HGLXP 5)���UIBYXOQHUDELOLW\BULVNOLVW���9HQGRU�6HYHULW\��0HGLXP

5)���9XOQHUDELOLW\���9HU\�0DOLFLRXV 5)���UIBYXOQHUDELOLW\BULVNOLVW���9HU\�0DOLFLRXV

5)���9XOQHUDELOLW\���:HE�5HSRUWLQJ�3ULRU�WR�&966�6FRUH
5)���UIBYXOQHUDELOLW\BULVNOLVW���:HE�5HSRUWLQJ�3ULRU�WR�&966
6FRUH

5)���9XOQHUDELOLW\���:HE�5HSRUWLQJ�3ULRU�WR�19'�'LVFORVXUH
5)���UIBYXOQHUDELOLW\BULVNOLVW���:HE�5HSRUWLQJ�3ULRU�WR�19'
'LVFORVXUH
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